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    LAP2.Services.FileIO - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Services.FileIO 
    



      
Example service provider for file transfer.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        handle_call(arg1, from, state)

      


    


    
      
        init(registry_table)

      


        Initialise the data handler GenServer.



    


    
      
        parse_cmd(json_data, serv_id)

      


        Parse a JSON request/response for a file and return the file contents.



    


    
      
        request_file(intro_points, remote_serv_id, filename, save_location, serv_id, fragment_idx \\ 0)

      


        Request a file from a remote FileIO service.
Provide a list of introduction points to the remote service.



    


    
      
        run_service(master_name)

      


        Register and start the File IO listener service.



    


    
      
        start_link(config)

      


        Start the Master process.



    


    
      
        stop_service(serv_id)

      


        Stop the service.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    handle_call(arg1, from, state)


      
       
       View Source
     


  


  

      

          @spec handle_call({:register, String.t(), String.t(), String.t()}, any(), map()) ::
  {:reply, :ok, map()}


          @spec handle_call(:get_state, any(), map()) :: {:reply, map(), map()}


          @spec handle_call({:set_status, map(), String.t()}, any(), map()) ::
  {:reply, :ok, map()}


          @spec handle_call({:get_status, String.t()}, any(), map()) ::
  {:reply, {:ok, map()} | {:error, atom()}, map()}


          @spec handle_call(:get_registry_table, any(), map()) :: {:reply, map(), map()}


      



  



  
    
      
      Link to this function
    
    init(registry_table)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()}


      


Initialise the data handler GenServer.

  



  
    
      
      Link to this function
    
    parse_cmd(json_data, serv_id)


      
       
       View Source
     


  


  

      

          @spec parse_cmd(map() | binary(), String.t()) :: :ok | :error | {:error, atom()}


      


Parse a JSON request/response for a file and return the file contents.

  



    

  
    
      
      Link to this function
    
    request_file(intro_points, remote_serv_id, filename, save_location, serv_id, fragment_idx \\ 0)


      
       
       View Source
     


  


  

      

          @spec request_file(
  [String.t()],
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  non_neg_integer()
) ::
  :ok | :error


      


Request a file from a remote FileIO service.
Provide a list of introduction points to the remote service.

  



  
    
      
      Link to this function
    
    run_service(master_name)


      
       
       View Source
     


  


  

      

          @spec run_service(atom()) :: {:ok, String.t()} | :error


      


Register and start the File IO listener service.

  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the Master process.

  



  
    
      
      Link to this function
    
    stop_service(serv_id)


      
       
       View Source
     


  


  

      

          @spec stop_service(String.t()) :: :ok | :error


      


Stop the service.
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LAP2.Main.ConnectionSupervisor 
    



      
Module for supervising the status of various network connections.
Dispatches proxy requests via the ProxyManager.
Encodes/decodes and routes data above the proxy abstraction layer.
Receives commands directly from the Master module, interfaces with ProxyManager and IntroductionPoint modules.
Relays are abstracted away by the ProxyManager, this module handles connections bound to proxy sequences.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        debug(name)

      


    


    
      
        deliver_inbound(data, proxy_seq, registry_table)

      


        Deserialise and deliver an inbound Query to the appropriate route



    


    
      
        establish_proxy(registry_table)

      


        Attempt to establish a new anonymous proxy.



    


    
      
        init(config)

      


        Callback implementation for GenServer.init/1.



    


    
      
        modify_connection(proxy_seq, atom, service_ids, conn_supervisor)

      


        Modify an existing connection to an introduction point.



    


    
      
        proxy_established(proxy_seq, registry_table)

      


        Proxy establishment successful, broadcast to listeners



    


    
      
        remove_proxy(proxy_seq, registry_table)

      


        Removes a proxy connection from the ProxyManager and ConnectionSupervisor.



    


    
      
        request_introduction_point(service_ids, registry_table)

      


        Send an introduction point request to an existing connection.
A list of service identifiers are passed in the request.



    


    
      
        request_introduction_point(listener_id, service_ids, registry_table)

      


    


    
      
        send_queries(queries, registry_table)

      


        Send a list of outbound queries via random connections.



    


    
      
        send_query(query, proxy_seq, registry_table)

      


        Send a query to an introduction point/host



    


    
      
        send_responses(response_list, registry_table)

      


        Send out a list of responses



    


    
      
        service_lookup(service_id, name)

      


    


    
      
        start_link(config)

      


        Start the ConnectionSupervisor process.



    


    
      
        successful_key_rotation(proxy_seq, registry_table)

      


        Key rotation successful, broadcast to listeners



    


    
      
        teardown_introduction_point(proxy_seq, registry_table)

      


        Send an teardown request to an existing introduction point.
Delete all associated state.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    debug(name)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    deliver_inbound(data, proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec deliver_inbound(binary(), non_neg_integer(), map()) :: :ok | :error


      


Deserialise and deliver an inbound Query to the appropriate route

  



  
    
      
      Link to this function
    
    establish_proxy(registry_table)


      
       
       View Source
     


  


  

      

          @spec establish_proxy(map()) :: :ok | :error


      


Attempt to establish a new anonymous proxy.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()}


      


Callback implementation for GenServer.init/1.

  



  
    
      
      Link to this function
    
    modify_connection(proxy_seq, atom, service_ids, conn_supervisor)


      
       
       View Source
     


  


  

      

          @spec modify_connection(non_neg_integer(), atom(), [binary()], atom()) :: :ok | :error


      


Modify an existing connection to an introduction point.

  



  
    
      
      Link to this function
    
    proxy_established(proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec proxy_established(non_neg_integer(), map()) :: :ok | :error


      


Proxy establishment successful, broadcast to listeners

  



  
    
      
      Link to this function
    
    remove_proxy(proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec remove_proxy(non_neg_integer(), map()) :: :ok | :error


      


Removes a proxy connection from the ProxyManager and ConnectionSupervisor.

  



  
    
      
      Link to this function
    
    request_introduction_point(service_ids, registry_table)


      
       
       View Source
     


  


  

      

          @spec request_introduction_point([String.t()], map()) :: :ok | :error


      


Send an introduction point request to an existing connection.
A list of service identifiers are passed in the request.

  



  
    
      
      Link to this function
    
    request_introduction_point(listener_id, service_ids, registry_table)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    send_queries(queries, registry_table)


      
       
       View Source
     


  


  

      

          @spec send_queries([Query.t()], map()) :: :ok | :error


      


Send a list of outbound queries via random connections.

  



  
    
      
      Link to this function
    
    send_query(query, proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec send_query(Query.t(), non_neg_integer(), map()) :: :ok | :error


      


Send a query to an introduction point/host

  



  
    
      
      Link to this function
    
    send_responses(response_list, registry_table)


      
       
       View Source
     


  


  

      

          @spec send_responses([map()], map()) :: :ok | :error


      


Send out a list of responses

  



  
    
      
      Link to this function
    
    service_lookup(service_id, name)


      
       
       View Source
     


  


  

      

          @spec service_lookup(String.t(), atom()) ::
  {:ok, non_neg_integer()} | {:error, atom()}


      



  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the ConnectionSupervisor process.

  



  
    
      
      Link to this function
    
    successful_key_rotation(proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec successful_key_rotation(non_neg_integer(), map()) :: :ok | :error


      


Key rotation successful, broadcast to listeners

  



  
    
      
      Link to this function
    
    teardown_introduction_point(proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec teardown_introduction_point(non_neg_integer(), map()) :: :ok | :error


      


Send an teardown request to an existing introduction point.
Delete all associated state.
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LAP2.Main.ServiceProviders 
    



      
Module for registering and routing various services over the network.
Anonymous proxies and introduction points perform:
	Remote resource access
	Remote resource response
Hidden hosts these provide:
	File transfer (upload/download)
	Any other request/response based service


      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        route_query(query, proxy_seq, registry_table)

      


        Route a query to the appropriate service provider.



    


    
      
        route_tcp_query(query, conn_id, registry_table)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    route_query(query, proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec route_query(Query.t(), non_neg_integer(), map()) :: :ok | :error


      


Route a query to the appropriate service provider.

  



  
    
      
      Link to this function
    
    route_tcp_query(query, conn_id, registry_table)


      
       
       View Source
     


  


  

      

          @spec route_tcp_query(Query.t(), String.t(), map()) :: :ok | :error
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LAP2.Main.Helpers.HostBuffer 
    



      
Acts as a buffer abstraction for service hosts.
Uses ShareHandler to reconstruct original service requests.
Provides utility functions for deconstructing responses
to the appropriate requests.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        disperse_response(response_list, data, registry_table)

      


        Disperse response data along the response list and send them back to the client.



    


    
      
        reassemble_query(query, proxy_seq, registry_table)

      


        Attempt to reassemble a query from shares and send them to the appropriate service host.



    


    
      
        request_remote(intro_points, data, service_id, listener_id, registry_table)

      


        Send out requests for remote service data.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    disperse_response(response_list, data, registry_table)


      
       
       View Source
     


  


  

      

          @spec disperse_response([map()], binary(), map()) :: :ok | :error


      


Disperse response data along the response list and send them back to the client.

  



  
    
      
      Link to this function
    
    reassemble_query(query, proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec reassemble_query(Query.t(), non_neg_integer(), map()) :: :ok | :error


      


Attempt to reassemble a query from shares and send them to the appropriate service host.

  



  
    
      
      Link to this function
    
    request_remote(intro_points, data, service_id, listener_id, registry_table)


      
       
       View Source
     


  


  

      

          @spec request_remote(
  [{String.t(), non_neg_integer()}],
  binary(),
  String.t(),
  String.t(),
  map()
) ::
  :ok | :error


      


Send out requests for remote service data.
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LAP2.Main.Helpers.ListenerHandler 
    



      
Generates encoded JSON responses for listener processes.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        broadcast(data, master_name)

      


        Send a JSON notification to the listener.



    


    
      
        deliver(listener_id, type, data, query_ids, master_name)

      


        Send a JSON query/response to the listener.



    


    
      
        deliver_to_listener(listener_id, cmd)

      


        Deliver a JSON command to a listener.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    broadcast(data, master_name)


      
       
       View Source
     


  


  

      

          @spec broadcast(binary(), atom()) :: :ok | :error


      


Send a JSON notification to the listener.

  



  
    
      
      Link to this function
    
    deliver(listener_id, type, data, query_ids, master_name)


      
       
       View Source
     


  


  

      

          @spec deliver(String.t(), String.t(), binary(), [non_neg_integer()], atom()) ::
  :ok | :error


      


Send a JSON query/response to the listener.

  



  
    
      
      Link to this function
    
    deliver_to_listener(listener_id, cmd)


      
       
       View Source
     


  


  

      

          @spec deliver_to_listener(atom() | tuple(), map()) :: :ok | :error


      


Deliver a JSON command to a listener.

  


        

      



  

  
    
    LAP2.Networking.Sockets.TcpServer - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Sockets.TcpServer 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        init(config)

      


        Callback implementation for GenServer.init/1.



    


    
      
        respond(conn_id, data, name)

      


    


    
      
        send(arg, data, registry_table)

      


    


    
      
        start_link(config)

      


        Start the TCP server.



    


    
      
        terminate(reason, arg2)

      


        Terminate the TCP server.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()} | {:stop, atom()}


      


Callback implementation for GenServer.init/1.

  



  
    
      
      Link to this function
    
    respond(conn_id, data, name)


      
       
       View Source
     


  


  

      

          @spec respond(String.t(), binary(), atom()) :: :ok | {:error, atom()}


      



  



  
    
      
      Link to this function
    
    send(arg, data, registry_table)


      
       
       View Source
     


  


  

      

          @spec send({String.t(), non_neg_integer()}, binary(), map()) :: :ok


      



  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the TCP server.

  



  
    
      
      Link to this function
    
    terminate(reason, arg2)


      
       
       View Source
     


  


  

      

          @spec terminate(any(), map()) :: :ok


      


Terminate the TCP server.
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LAP2.Utils.Generator 
    



      
This module is used to generate various secure tokens.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        generate_float(min, max)

      


        Generate a random float value between two given values



    


    
      
        generate_hex(byte_length)

      


        Generate a random hexadecimal string of a given byte length



    


    
      
        generate_integer(byte_length)

      


        Generate a random non-negative integer value of a given byte length



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    generate_float(min, max)


      
       
       View Source
     


  


  

      

          @spec generate_float(float(), float()) :: float()


      


Generate a random float value between two given values

  



  
    
      
      Link to this function
    
    generate_hex(byte_length)


      
       
       View Source
     


  


  

      

          @spec generate_hex(integer()) :: String.t()


      


Generate a random hexadecimal string of a given byte length

  



  
    
      
      Link to this function
    
    generate_integer(byte_length)


      
       
       View Source
     


  


  

      

          @spec generate_integer(integer()) :: integer()


      


Generate a random non-negative integer value of a given byte length
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LAP2.Utils.ProtoBuf.QueryHelper 
    



      
Contains helper functions for generating and parsing ProtoBuf Query structs

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        build_content_request_header(service_id)

      


        Build a content request header



    


    
      
        build_dht_request_header()

      


        Build a DHT request header
Currently not fully implemented



    


    
      
        build_establish_header(service_ids)

      


        Build an introduction point establishment header



    


    
      
        build_query(header, query_id, data)

      


        Build an outgoing query struct



    


    
      
        build_remote_query_header(address, port, service_id)

      


        Build a remote query header



    


    
      
        build_response(query, data)

      


        Set the ACK flag and replace the data with the response



    


    
      
        build_teardown_header()

      


        Build an introduction point teardown header



    


    
      
        deserialise(data)

      


        Deserialise a Query struct



    


    
      
        serialise(query)

      


        Serialise a Query struct



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    build_content_request_header(service_id)


      
       
       View Source
     


  


  

      

          @spec build_content_request_header(String.t()) ::
  {:content_request, ContentRequest.t()}


      


Build a content request header

  



  
    
      
      Link to this function
    
    build_dht_request_header()


      
       
       View Source
     


  


  

      

          @spec build_dht_request_header() ::
  {:dht_request, DHTRequest.t()} | {:error, :invalid_dht_request_header}


      


Build a DHT request header
Currently not fully implemented

  



  
    
      
      Link to this function
    
    build_establish_header(service_ids)


      
       
       View Source
     


  


  

      

          @spec build_establish_header([String.t()]) ::
  {:establish_intro, EstablishIntroductionPoint.t()}


      


Build an introduction point establishment header

  



  
    
      
      Link to this function
    
    build_query(header, query_id, data)


      
       
       View Source
     


  


  

      

          @spec build_query(tuple(), non_neg_integer(), binary()) :: Query.t()


      


Build an outgoing query struct

  



  
    
      
      Link to this function
    
    build_remote_query_header(address, port, service_id)


      
       
       View Source
     


  


  

      

          @spec build_remote_query_header(String.t(), non_neg_integer(), String.t()) ::
  {:remote_query, RemoteQuery.t()} | {:error, :invalid_remote_query_header}


      


Build a remote query header

  



  
    
      
      Link to this function
    
    build_response(query, data)


      
       
       View Source
     


  


  

      

          @spec build_response(Query.t(), binary()) :: Query.t()


      


Set the ACK flag and replace the data with the response

  



  
    
      
      Link to this function
    
    build_teardown_header()


      
       
       View Source
     


  


  

      

          @spec build_teardown_header() :: {:teardown_intro, TeardownIntroductionPoint.t()}


      


Build an introduction point teardown header

  



  
    
      
      Link to this function
    
    deserialise(data)


      
       
       View Source
     


  


  

      

          @spec deserialise(binary()) :: {:ok, Query.t()} | {:error, :invalid_query}


      


Deserialise a Query struct

  



  
    
      
      Link to this function
    
    serialise(query)


      
       
       View Source
     


  


  

      

          @spec serialise(Query.t()) :: {:ok, binary()} | {:error, :invalid_query}


      


Serialise a Query struct

  


        

      



  

  
    
    LAP2.Crypto.CryptoManager - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.CryptoManager 
    



      
Module for managing the state of cryptographic information for proxy connections.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        add_crypto_struct(crypto_struct, proxy_seq, name)

      


        Add a crypto struct to the ETS table.
TODO this is for testing ONLY, remove for final version (as well as its genserver call)



    


    
      
        add_temp_crypto_struct(crypto_struct, clove_seq, name)

      


        Add a temporary crypto struct to the state.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        debug_crypto_structs(name)

      


    


    
      
        decrypt_request(enc_request, proxy_seq, name)

      


        Decrypt a request using the key stored in the ETS table.
Return binary for deserialisation.



    


    
      
        delete_temp_crypto(clove_seq, name)

      


        Delete a temporary crypto struct from the state.



    


    
      
        encrypt_request(data, proxy_seq, name)

      


        Encrypt a serialised (binary) request, returning an EncryptedRequest struct.



    


    
      
        get_crypto_struct(name, proxy_seq)

      


    


    
      
        get_identity(name)

      


        Fetch the crypto identity from the GenServer state.



    


    
      
        get_temp_crypto_struct(clove_seq, name)

      


        Get a temporary crypto struct from the state.



    


    
      
        init(config)

      


        Initialise the data handler GenServer.



    


    
      
        remove_crypto_struct(proxy_seq, name)

      


        Remove a crypto struct from the ETS table.



    


    
      
        rotate_keys(crypto_struct, proxy_seq, name)

      


        Perform key rotation request with a remote proxy.



    


    
      
        start_link(config)

      


        Start the CryptoManager process.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    add_crypto_struct(crypto_struct, proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec add_crypto_struct(map(), non_neg_integer(), atom()) :: :ok


      


Add a crypto struct to the ETS table.
TODO this is for testing ONLY, remove for final version (as well as its genserver call)

  



  
    
      
      Link to this function
    
    add_temp_crypto_struct(crypto_struct, clove_seq, name)


      
       
       View Source
     


  


  

      

          @spec add_temp_crypto_struct(map(), non_neg_integer(), atom()) :: :ok


      


Add a temporary crypto struct to the state.

  



  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    debug_crypto_structs(name)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    decrypt_request(enc_request, proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec decrypt_request(EncryptedRequest.t(), non_neg_integer(), atom()) ::
  {:ok, binary()} | {:error, atom()}


      


Decrypt a request using the key stored in the ETS table.
Return binary for deserialisation.

  



  
    
      
      Link to this function
    
    delete_temp_crypto(clove_seq, name)


      
       
       View Source
     


  


  

      

          @spec delete_temp_crypto(non_neg_integer(), atom()) :: :ok


      


Delete a temporary crypto struct from the state.

  



  
    
      
      Link to this function
    
    encrypt_request(data, proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec encrypt_request(binary(), non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, :no_key}


      


Encrypt a serialised (binary) request, returning an EncryptedRequest struct.

  



  
    
      
      Link to this function
    
    get_crypto_struct(name, proxy_seq)


      
       
       View Source
     


  


  

      

          @spec get_crypto_struct(atom(), non_neg_integer()) :: map() | nil


      



  



  
    
      
      Link to this function
    
    get_identity(name)


      
       
       View Source
     


  


  

      

          @spec get_identity(atom()) :: charlist()


      


Fetch the crypto identity from the GenServer state.

  



  
    
      
      Link to this function
    
    get_temp_crypto_struct(clove_seq, name)


      
       
       View Source
     


  


  

      

          @spec get_temp_crypto_struct(non_neg_integer(), atom()) :: map() | nil


      


Get a temporary crypto struct from the state.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()}


      


Initialise the data handler GenServer.

  



  
    
      
      Link to this function
    
    remove_crypto_struct(proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec remove_crypto_struct(non_neg_integer(), atom()) :: :ok


      


Remove a crypto struct from the ETS table.

  



  
    
      
      Link to this function
    
    rotate_keys(crypto_struct, proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec rotate_keys(map(), non_neg_integer(), atom()) :: :ok


      


Perform key rotation request with a remote proxy.

  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the CryptoManager process.

  


        

      



  

  
    
    LAP2.Crypto.Constructions.ClaimableRS - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.Constructions.ClaimableRS 
    



      
This module implements a Claimable Ring Signature (CRS) scheme.
The scheme allows a member to claim their signature after the fact by
revealing a commitment secret.
This encryption scheme is based on the specification from the following paper:
Park, S. and Sealfon, A., 2019.
It wasn’t me! Repudiability and claimability of ring signatures.
In Advances in Cryptology–CRYPTO 2019: 39th Annual International
Cryptology Conference, Santa Barbara, CA, USA, August 18–22, 2019,
Proceedings, Part III 39 (pp. 159-190). Springer International Publishing.
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    Functions
  


    
      
        crs_claim(ring_idx, sk, sag)

      


        Generate a claim for a C-RS signature.



    


    
      
        crs_gen()

      


        Generate a Claimable RS (C-RS) key pair.
Returns a map with the secret and verification keys (sk, vk) respectively.



    


    
      
        crs_sign(ring_idx, sk, ring, msg)

      


        Generate a C-RS signature.



    


    
      
        crs_vrfy(sag, msg)

      


        Verify a C-RS signature.



    


    
      
        crs_vrfy_claim(arg1, sag, arg3)

      


        Verify the validity of a claim for a C-RS signature.



    


    
      
        rs_gen()

      


        Generate a secret and public key pair tuple for
a Claimable Ring Signature (CRS) scheme.



    


    
      
        rs_sign(ring_idx, sk, ring, msg)

      


        Generate an SAG ring signature for a message.
This function verifies the validity of the arguments before
calling the Rust NIF.



    


    
      
        rs_vrfy(sag, msg)

      


        Verify an SAG ring signature for a message.



    


    
      
        sag_to_charlist(sag)

      


        Merge a SAG struct to a flat charlist.
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Functions
        

        


  
    
      
      Link to this function
    
    crs_claim(ring_idx, sk, sag)


      
       
       View Source
     


  


  

      

          @spec crs_claim(
  non_neg_integer(),
  {{charlist(), charlist()}, charlist(), charlist(), charlist()},
  SAG.t()
) :: {:ok, {charlist(), charlist()} | :invalid_commitment} | {:error, atom()}


      


Generate a claim for a C-RS signature.

  
  arguments

  
  Arguments


	ring_idx - The positional index of the signer in the ring (secret).
	sk - The C-RS secret key tuple.
	sag - The C-RS signature (SAG.t()).


  
  returns

  
  Returns


	{:ok, claim} - The C-RS claim ({commitment, signature}).
	{:error, reason} - The reason for failure.


  



  
    
      
      Link to this function
    
    crs_gen()


      
       
       View Source
     


  


  

      

          @spec crs_gen() :: %{
  vk: {charlist(), charlist()},
  sk: {{charlist(), charlist()}, charlist(), charlist(), charlist()}
}


      


Generate a Claimable RS (C-RS) key pair.
Returns a map with the secret and verification keys (sk, vk) respectively.

  



  
    
      
      Link to this function
    
    crs_sign(ring_idx, sk, ring, msg)


      
       
       View Source
     


  


  

      

          @spec crs_sign(
  non_neg_integer(),
  {{charlist(), charlist()}, charlist(), charlist(), charlist()},
  [charlist()],
  charlist()
) :: {:ok, SAG.t()} | {:error, atom()}


      


Generate a C-RS signature.

  
  arguments

  
  Arguments


	ring_idx - The positional index of the signer in the ring (secret).
	sk - The C-RS secret key tuple.
	ring - The ring of verification (public) keys.
	msg - The message to sign (charlist).


  
  returns

  
  Returns


	{:ok, signature} - The C-RS signature.
	{:error, reason} - The reason for failure.


  



  
    
      
      Link to this function
    
    crs_vrfy(sag, msg)


      
       
       View Source
     


  


  

      

          @spec crs_vrfy(
  SAG.t(),
  charlist()
) :: {:ok, boolean()} | {:error, atom()}


      


Verify a C-RS signature.

  
  arguments

  
  Arguments


	sag - The C-RS signature (SAG.t()).
	msg - The message to verify (charlist).


  



  
    
      
      Link to this function
    
    crs_vrfy_claim(arg1, sag, arg3)


      
       
       View Source
     


  


  

      

          @spec crs_vrfy_claim({charlist(), charlist()}, SAG.t(), {charlist(), charlist()}) ::
  {:ok, boolean()} | {:error, atom()}


      


Verify the validity of a claim for a C-RS signature.

  
  arguments

  
  Arguments


	vk - The C-RS verification (public) key.
	sag - The C-RS signature (SAG.t()).
	claim - The C-RS claim ({commitment, signature}).


  



  
    
      
      Link to this function
    
    rs_gen()


      
       
       View Source
     


  


  

      

          @spec rs_gen() :: {charlist(), charlist()}


      


Generate a secret and public key pair tuple for
a Claimable Ring Signature (CRS) scheme.

  



  
    
      
      Link to this function
    
    rs_sign(ring_idx, sk, ring, msg)


      
       
       View Source
     


  


  

      

          @spec rs_sign(non_neg_integer(), charlist(), [charlist()], charlist()) ::
  {:error, atom()} | {:ok, SAG.t()}


      


Generate an SAG ring signature for a message.
This function verifies the validity of the arguments before
calling the Rust NIF.

  
  arguments

  
  Arguments


	ring_idx - The index of the ring member in the ring
	sk - The secret key of the ring member
	ring - The ring of public keys
	msg - The message to sign


  
  returns

  
  Returns


	{:ok, sig} if the arguments are valid, {:error, reason} otherwise


  



  
    
      
      Link to this function
    
    rs_vrfy(sag, msg)


      
       
       View Source
     


  


  

      

          @spec rs_vrfy(
  SAG.t(),
  charlist()
) :: {:error, atom()} | {:ok, boolean()}


      


Verify an SAG ring signature for a message.

  
  arguments

  
  Arguments


	sag - The SAG ring signature
	msg - The message to verify


  
  returns

  
  Returns


	{:ok, true} if the signature is valid, {:ok, false} otherwise
	{:error, reason} if the arguments are invalid


  



  
    
      
      Link to this function
    
    sag_to_charlist(sag)


      
       
       View Source
     


  


  

      

          @spec sag_to_charlist(SAG.t()) :: charlist()


      


Merge a SAG struct to a flat charlist.

  
  arguments

  
  Arguments


	sag - The SAG struct.


  
  returns

  
  Returns


	charlist - The flattened SAG struct.


  


        

      



  

  
    
    LAP2.Crypto.Constructions.CryptoNifs - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.Constructions.CryptoNifs 
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    Functions
  


    
      
        commit_gen(sk, rand)

      


        Generate a hash-based (SHA256) commitment of a message.



    


    
      
        commit_vrfy(sk, rand, com)

      


        Verify a hash-based (SHA256) commitment.



    


    
      
        prf_eval(sk, data)

      


        Generate pseudo-random function (PRF) output.
The PRF uses AES128-CMAC.



    


    
      
        prf_gen(n)

      


        Generate n-bit randomness (floored to nearest byte).



    


    
      
        rs_nif_gen()

      


        Generate a secret and public key pair tuple for
a Spontaneous Anonymous Group (SAG) ring signature scheme.



    


    
      
        rs_nif_sign(idx, sk, ring, msg)

      


        Sign a message using a Spontaneous Anonymous Group (SAG) ring signature.



    


    
      
        rs_nif_vrfy(chal, ring, resp, msg)

      


        Verify a Spontaneous Anonymous Group (SAG) ring signature.



    


    
      
        standard_signature_gen()

      


        Generate a secret and public key pair tuple for
a RSA-PSS signature scheme.



    


    
      
        standard_signature_sign(sk, msg, rand)

      


        Sign a message using the RSA-PSS probabilistic signature scheme.



    


    
      
        standard_signature_vrfy(sig, vk, msg)

      


        Verify a RSA-PSS signature.
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      Link to this function
    
    commit_gen(sk, rand)


      
       
       View Source
     


  


  

      

          @spec commit_gen(charlist(), charlist()) :: charlist()


      


Generate a hash-based (SHA256) commitment of a message.

  
  arguments

  
  Arguments


	sk - Secret commitment key (charlist)
	rand - The randomness used to generate the commitment (charlist)


  
  returns

  
  Returns


	The commitment (charlist)


  



  
    
      
      Link to this function
    
    commit_vrfy(sk, rand, com)


      
       
       View Source
     


  


  

      

          @spec commit_vrfy(charlist(), charlist(), charlist()) :: boolean()


      


Verify a hash-based (SHA256) commitment.

  
  arguments

  
  Arguments


	sk - Secret commitment key (charlist)
	rand - The randomness used to generate the commitment (charlist)
	com - The commitment to verify (charlist)


  
  returns

  
  Returns


	true if the commitment is valid, false otherwise


  



  
    
      
      Link to this function
    
    prf_eval(sk, data)


      
       
       View Source
     


  


  

      

          @spec prf_eval(charlist(), charlist()) :: charlist()


      


Generate pseudo-random function (PRF) output.
The PRF uses AES128-CMAC.

  
  arguments

  
  Arguments


	sk - Secret PRF key (charlist)
	data - The data to be used as a random seed (charlist)


  
  returns

  
  Returns


	The PRF output (charlist)


  



  
    
      
      Link to this function
    
    prf_gen(n)


      
       
       View Source
     


  


  

      

          @spec prf_gen(non_neg_integer()) :: charlist()


      


Generate n-bit randomness (floored to nearest byte).

  
  arguments

  
  Arguments


	n - The number of bits of randomness to generate


  
  returns

  
  Returns


	The generated randomness (charlist)


  



  
    
      
      Link to this function
    
    rs_nif_gen()


      
       
       View Source
     


  


  

      

          @spec rs_nif_gen() :: {charlist(), charlist()}


      


Generate a secret and public key pair tuple for
a Spontaneous Anonymous Group (SAG) ring signature scheme.

  
  returns

  
  Returns


	A tuple containing the secret and public keys (charlist, charlist)


  



  
    
      
      Link to this function
    
    rs_nif_sign(idx, sk, ring, msg)


      
       
       View Source
     


  


  

      

          @spec rs_nif_sign(non_neg_integer(), charlist(), [charlist()], charlist()) ::
  {charlist(), [charlist()], [charlist()]}


      


Sign a message using a Spontaneous Anonymous Group (SAG) ring signature.

  
  arguments

  
  Arguments


	idx - The index of the signer in the ring (non-negative integer)
	sk - The signer's secret key (charlist)
	ring - The ring of public keys (list of charlists)
	msg - The message to be signed (charlist)


  
  returns

  
  Returns


	A ring signature tuple containing the signature challenge, response, and ring (charlist, list(charlist), list(charlist))


  



  
    
      
      Link to this function
    
    rs_nif_vrfy(chal, ring, resp, msg)


      
       
       View Source
     


  


  

      

          @spec rs_nif_vrfy(charlist(), [charlist()], [charlist()], charlist()) :: boolean()


      


Verify a Spontaneous Anonymous Group (SAG) ring signature.

  
  arguments

  
  Arguments


	chal - The signature challenge (charlist)
	ring - The ring of public keys (list of charlists)
	resp - The challenge responses (list of charlists)
	msg - The message that was signed (charlist)


  
  returns

  
  Returns


	true if the signature is valid, false otherwise


  



  
    
      
      Link to this function
    
    standard_signature_gen()


      
       
       View Source
     


  


  

      

          @spec standard_signature_gen() :: {charlist(), charlist()}


      


Generate a secret and public key pair tuple for
a RSA-PSS signature scheme.

  
  returns

  
  Returns


	A tuple containing the secret and public keys (charlist, charlist)


  



  
    
      
      Link to this function
    
    standard_signature_sign(sk, msg, rand)


      
       
       View Source
     


  


  

      

          @spec standard_signature_sign(charlist(), charlist(), charlist()) :: charlist()


      


Sign a message using the RSA-PSS probabilistic signature scheme.

  
  arguments

  
  Arguments


	sk - The signer's secret key (charlist)
	msg - The message to be signed (charlist)
	rand - The randomness used to generate the signature (charlist)


  
  returns

  
  Returns


	The signature (charlist)


  



  
    
      
      Link to this function
    
    standard_signature_vrfy(sig, vk, msg)


      
       
       View Source
     


  


  

      

          @spec standard_signature_vrfy(charlist(), charlist(), charlist()) :: boolean()


      


Verify a RSA-PSS signature.

  
  arguments

  
  Arguments


	sig - The signature to verify (charlist)
	vk - The signer's public key (charlist)
	msg - The message to be signed (charlist)


  
  returns

  
  Returns


	true if the signature is valid, false otherwise


  


        

      



  

  
    
    LAP2.Crypto.Helpers.CryptoStructHelper - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.Helpers.CryptoStructHelper 
    



      
Contains helper functions for various cryptographic ops
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    Functions
  


    
      
        ack_key_rotation(proxy_seq, response_id, crypto_manager)

      


        Generate key rotation acknowledgement  response (EncryptedRequest struct)



    


    
      
        check_hmac(req)

      


        Verify the validity of the HMAC



    


    
      
        gen_fin_crypto(arg1, temp_struct, crypto_mgr)

      


        Generate final key exchange primitives and response (EncryptedRequest struct)



    


    
      
        gen_init_crypto(request_id, crypto_mgr)

      


        Generate initial key exchange primitives and response (EncryptedRequest struct)



    


    
      
        gen_key_rotation(proxy_seq, crypto_mgr_name)

      


        Generate key rotation primitives and response (EncryptedRequest struct)



    


    
      
        gen_request(proxy_seq, request_id, request_type, data, crypto_mgr)

      


    


    
      
        gen_resp_crypto(_, _)

      


    


    
      
        gen_resp_crypto(arg, request_id, crypto_mgr)

      


        Generate key exchange response primitives and response (EncryptedRequest struct)



    


    
      
        set_hmac(request)

      


        Generate key, calculate HMAC and set appropriate Request fields



    


    
      
        verify_ring_signature(crypto_hdr, proxy_seq, crypto_mgr)

      


        Verify the validity of the ring signature
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      Link to this function
    
    ack_key_rotation(proxy_seq, response_id, crypto_manager)


      
       
       View Source
     


  


  

      

          @spec ack_key_rotation(non_neg_integer(), non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, :invalid}


      


Generate key rotation acknowledgement  response (EncryptedRequest struct)

  



  
    
      
      Link to this function
    
    check_hmac(req)


      
       
       View Source
     


  


  

      

          @spec check_hmac(Request.t()) :: {:ok, Request.t()} | {:error, :invalid_hmac}


      


Verify the validity of the HMAC

  



  
    
      
      Link to this function
    
    gen_fin_crypto(arg1, temp_struct, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec gen_fin_crypto({:resp_ke, KeyExchangeResponse.t()}, map(), atom()) ::
  {:ok, %{crypto_struct: map(), encrypted_request: EncryptedRequest.t()}}
  | {:error, :invalid}


      


Generate final key exchange primitives and response (EncryptedRequest struct)

  



  
    
      
      Link to this function
    
    gen_init_crypto(request_id, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec gen_init_crypto(non_neg_integer(), atom()) ::
  {:ok, %{crypto_struct: map(), encrypted_request: EncryptedRequest.t()}}
  | {:error, atom()}


      


Generate initial key exchange primitives and response (EncryptedRequest struct)

  



  
    
      
      Link to this function
    
    gen_key_rotation(proxy_seq, crypto_mgr_name)


      
       
       View Source
     


  


  

      

          @spec gen_key_rotation(non_neg_integer(), atom()) ::
  {:ok, %{crypto_struct: map(), encrypted_request: EncryptedRequest.t()}}
  | {:error, :invalid}


      


Generate key rotation primitives and response (EncryptedRequest struct)

  



  
    
      
      Link to this function
    
    gen_request(proxy_seq, request_id, request_type, data, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec gen_request(non_neg_integer(), non_neg_integer(), binary(), binary(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, atom()}


      



  



  
    
      
      Link to this function
    
    gen_resp_crypto(_, _)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    gen_resp_crypto(arg, request_id, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec gen_resp_crypto({:init_ke, KeyExchangeInit.t()}, non_neg_integer(), atom()) ::
  {:ok, %{crypto_struct: map(), encrypted_request: EncryptedRequest.t()}}
  | {:error, atom()}


      


Generate key exchange response primitives and response (EncryptedRequest struct)

  



  
    
      
      Link to this function
    
    set_hmac(request)


      
       
       View Source
     


  


  

      

          @spec set_hmac(Request.t()) :: Request.t()


      


Generate key, calculate HMAC and set appropriate Request fields

  



  
    
      
      Link to this function
    
    verify_ring_signature(crypto_hdr, proxy_seq, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec verify_ring_signature(KeyExchangeFinal.t(), non_neg_integer(), atom()) ::
  boolean()


      


Verify the validity of the ring signature

  


        

      



  

  
    
    LAP2.Crypto.InformationDispersal.RabinIDA - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.InformationDispersal.RabinIDA 
    



      
Rabin's Information Dispersal Algorithm, used to split and reconstruct data.
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    Functions
  


    
      
        decode_double_byte(bytes)

      


    


    
      
        encode_double_byte(bytes)

      


    


    
      
        reconstruct(shares)

      


        Reconstruct the data from the given shares.
Generates the reassembly matrix and performs matrix multiplication with the data in the shares.
Finally, the data is un-padded and returned.



    


    
      
        split(data, n, m)

      


        Split the data into the given number of shares.
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      Link to this function
    
    decode_double_byte(bytes)


      
       
       View Source
     


  


  

      

          @spec decode_double_byte(binary()) :: [non_neg_integer()]


      



  



  
    
      
      Link to this function
    
    encode_double_byte(bytes)


      
       
       View Source
     


  


  

      

          @spec encode_double_byte([non_neg_integer()]) :: [non_neg_integer()]


      



  



  
    
      
      Link to this function
    
    reconstruct(shares)


      
       
       View Source
     


  


  

      

          @spec reconstruct([map()]) :: {:ok, binary()} | {:error, nil}


      


Reconstruct the data from the given shares.
Generates the reassembly matrix and performs matrix multiplication with the data in the shares.
Finally, the data is un-padded and returned.

  
  arguments

  
  Arguments


	shares - The shares to reconstruct the data from (list(map))


  
  returns

  
  Returns


	{:ok, binary} - The reconstructed data
	{:error, nil} - The shares are not enough to reconstruct the data


  



  
    
      
      Link to this function
    
    split(data, n, m)


      
       
       View Source
     


  


  

      

          @spec split(binary(), non_neg_integer(), non_neg_integer()) :: [map()]


      


Split the data into the given number of shares.

  
  arguments

  
  Arguments


	data - The data to split (binary)
	n - The number of shares to generate (non-negative integer)
	m - The size of each share (non-negative integer)


  
  returns

  
  Returns


	A list of shares, each containing the share data and its index (list(map))


  


        

      



  

  
    
    LAP2.Crypto.InformationDispersal.SecureIDA - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.InformationDispersal.SecureIDA 
    



      
Security enhanced Information Dispersal Algorithm, used to split and reconstruct data.
TODO actually make it use a proper IDA rather than splitting the data lol
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    Functions
  


    
      
        disperse(data, n, m, message_id)

      


        Encrypt and split the data into the given number of shares.
Encryption keys are split using Shamir's secret sharing, while the data is split using Rabin's IDA.



    


    
      
        reconstruct(shares)

      


        Reconstruct the original data from the given shares.
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      Link to this function
    
    disperse(data, n, m, message_id)


      
       
       View Source
     


  


  

      

          @spec disperse(binary(), integer(), integer(), integer()) :: [Share.t()]


      


Encrypt and split the data into the given number of shares.
Encryption keys are split using Shamir's secret sharing, while the data is split using Rabin's IDA.

  
  arguments

  
  Arguments


	data - The data to split (binary)
	n - The number of shares to generate (non-negative integer)
	m - The size of each share (non-negative integer), also the reconstruction threshold


  
  returns

  
  Returns


	A list of shares, each containing the share data and its index (list(Share.t()))


  



  
    
      
      Link to this function
    
    reconstruct(shares)


      
       
       View Source
     


  


  

      

          @spec reconstruct([Share]) :: {:ok, binary()}


      


Reconstruct the original data from the given shares.

  
  arguments

  
  Arguments


	shares - The shares to reconstruct the data from (list(Share.t()))


  
  returns

  
  Returns


	{:ok, data} - The reconstructed data (binary)
	{:error, reason} - The reason why the data could not be reconstructed (binary)


  


        

      



  

  
    
    LAP2.Crypto.KeyExchange.C_RSDAKE - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.KeyExchange.C_RSDAKE 
    



      
This module implements the C-RSDAKE key exchange protocol.
See:

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Types
  


    
      
        crypto_state()

      


    





  
    Functions
  


    
      
        finalise(identity, crypto_state, recv_resp)

      


        Implements RSDAKE's finalisation phase.



    


    
      
        initialise(identity)

      


        Implements RSDAKE's key exchange protocol initialisation phase.



    


    
      
        respond(identity, arg2, recv_init)

      


        Implements RSDAKE's response phase.



    


    
      
        verify_final(identity, crypto_state, arg3)

      


        Implements RSDAKE's final response verification phase.



    





      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    crypto_state()


      
       
       View Source
     


  


  

      

          @type crypto_state() :: %{
  lt_keys: {{charlist(), charlist()}, charlist(), charlist(), charlist()},
  rs_keys: {{charlist(), charlist()}, charlist(), charlist(), charlist()},
  ephem_sign_keys: {charlist(), charlist()},
  dh_keys: {binary(), binary()},
  shared_secret: binary(),
  recv_struct: map()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    finalise(identity, crypto_state, recv_resp)


      
       
       View Source
     


  


  

      

          @spec finalise(charlist(), crypto_state(), KeyExchangeResponse.t()) ::
  {:ok, {crypto_state(), {:fin_ke, KeyExchangeFinal.t()}}} | {:error, atom()}


      


Implements RSDAKE's finalisation phase.

  
  arguments

  
  Arguments


	identity - The identity of the responder (charlist)
	sk_lt - The long-term secret key of the responder (map)
	recv_resp - The response received from the other party (KeyExchangeResponse.t()


  
  returns

  
  Returns


	}}
	{:error, :invalid_arguments}

	{:error, :invalid_signature}

	{:error, :invalid_identity}

	{:error, :invalid_ring_signature}



  



  
    
      
      Link to this function
    
    initialise(identity)


      
       
       View Source
     


  


  

      

          @spec initialise(charlist()) ::
  {:ok, {crypto_state(), {:init_ke, KeyExchangeInit.t()}}}
  | {:error, :invalid_identity}


      


Implements RSDAKE's key exchange protocol initialisation phase.

  
  arguments

  
  Arguments


	identity - The identity of the initiator (charlist)


  
  returns

  
  Returns


	{:ok, {crypto_state, init_struct}} - The initialisation message and the new crypto state
	{:error, :invalid_identity} - The identity is invalid


  



  
    
      
      Link to this function
    
    respond(identity, arg2, recv_init)


      
       
       View Source
     


  


  

      

          @spec respond(charlist(), map(), KeyExchangeInit.t()) ::
  {:ok, {crypto_state(), {:resp_ke, KeyExchangeResponse.t()}}}
  | {:error, atom()}


      


Implements RSDAKE's response phase.

  
  parameters

  
  Parameters


	identity - The identity of the responder (charlist)
	sk_lt - The long-term secret key of the responder (map)
	recv_init - The received initialisation message (KeyExchangeInit.t())


  
  returns

  
  Returns


	{:ok, {crypto_state, response_struct}} - The response message and the new crypto state
	{:error, :invalid_aguments} - The identity is invalid
	{:error, :invalid_signature} - The signature is invalid


  



  
    
      
      Link to this function
    
    verify_final(identity, crypto_state, arg3)


      
       
       View Source
     


  


  

      

          @spec verify_final(charlist(), crypto_state(), KeyExchangeFinal.t()) ::
  {:ok, boolean()} | {:error, atom()}


      


Implements RSDAKE's final response verification phase.

  
  arguments

  
  Arguments


	identity - The identity of the responder (charlist)
	crypto_state - The crypto state of the responder (map)
	recv_resp - The response received from the other party (KeyExchangeResponse.t()


  
  returns

  
  Returns


	

	{:error, :invalid_arguments}

	{:error, :invalid_ring_signature}



  


        

      



  

  
    
    LAP2.Crypto.KeyExchange.RSDAKE - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.KeyExchange.RSDAKE 
    



      
This module implements the RSDAKE key exchange protocol.
TODO consider depricating this and just use C-RSDAKE.
If the user doesn't wish to have claimability, they can
just discard the PRF secret and RS commitments.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Types
  


    
      
        crypto_state()

      


    


    
      
        rsdake_final()

      


    


    
      
        rsdake_init()

      


    


    
      
        rsdake_resp()

      


    


    
      
        sag()

      


    





  
    Functions
  


    
      
        finalise(identity, crypto_state, recv_resp)

      


        Implements RSDAKE's finalisation phase.



    


    
      
        initialise(identity)

      


        Implements RSDAKE's key exchange protocol initialisation phase.



    


    
      
        respond(identity, lt_keys, recv_init)

      


        Implements RSDAKE's response phase.



    


    
      
        verify_final(identity, crypto_state, map)

      


        Implements RSDAKE's final response verification phase.



    





      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    crypto_state()


      
       
       View Source
     


  


  

      

          @type crypto_state() :: %{
  lt_keys: {charlist(), charlist()},
  ephem_sign_keys: {charlist(), charlist()},
  dh_keys: {binary(), binary()},
  rs_keys: {charlist(), charlist()},
  shared_secret: binary(),
  recv_struct: map()
}


      



  



  
    
      
      Link to this type
    
    rsdake_final()


      
       
       View Source
     


  


  

      

          @type rsdake_final() :: %{ring_signature: sag()}


      



  



  
    
      
      Link to this type
    
    rsdake_init()


      
       
       View Source
     


  


  

      

          @type rsdake_init() :: %{
  identity: charlist(),
  pk_lt: charlist(),
  pk_ephem_sign: charlist(),
  pk_dh: binary(),
  pk_rs: charlist(),
  signature: charlist()
}


      



  



  
    
      
      Link to this type
    
    rsdake_resp()


      
       
       View Source
     


  


  

      

          @type rsdake_resp() :: %{
  identity: charlist(),
  pk_lt: charlist(),
  pk_ephem_sign: charlist(),
  pk_dh: binary(),
  pk_rs: charlist(),
  signature: charlist(),
  ring_signature: sag()
}


      



  



  
    
      
      Link to this type
    
    sag()


      
       
       View Source
     


  


  

      

          @type sag() :: %{chal: charlist(), ring: [charlist()], resp: [charlist()]}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    finalise(identity, crypto_state, recv_resp)


      
       
       View Source
     


  


  

      

          @spec finalise(charlist(), crypto_state(), rsdake_resp()) ::
  {:ok, {crypto_state(), rsdake_final()}} | {:error, atom()}


      


Implements RSDAKE's finalisation phase.

  



  
    
      
      Link to this function
    
    initialise(identity)


      
       
       View Source
     


  


  

      

          @spec initialise(charlist()) :: {crypto_state(), rsdake_init()}


      


Implements RSDAKE's key exchange protocol initialisation phase.

  



  
    
      
      Link to this function
    
    respond(identity, lt_keys, recv_init)


      
       
       View Source
     


  


  

      

          @spec respond(charlist(), map(), rsdake_init()) ::
  {:ok, {crypto_state(), rsdake_resp()}} | {:error, atom()}


      


Implements RSDAKE's response phase.

  



  
    
      
      Link to this function
    
    verify_final(identity, crypto_state, map)


      
       
       View Source
     


  


  

      

          @spec verify_final(charlist(), crypto_state(), rsdake_final()) ::
  {:ok, boolean()} | {:error, atom()}


      


Implements RSDAKE's final response verification phase.

  


        

      



  

  
    
    LAP2.Crypto.Padding.PKCS7 - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Crypto.Padding.PKCS7 
    



      
PKCS7 padding and unpadding.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        pad(data, len)

      


        Pad the given data to the block size of 16.



    


    
      
        unpad(data)

      


        Unpad the given data.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    pad(data, len)


      
       
       View Source
     


  


  

      

          @spec pad(binary(), non_neg_integer()) :: binary()


      


Pad the given data to the block size of 16.

  



  
    
      
      Link to this function
    
    unpad(data)


      
       
       View Source
     


  


  

      

          @spec unpad(binary()) :: binary()


      


Unpad the given data.

  


        

      



  

  
    
    LAP2.Networking.ProtoBuf - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.ProtoBuf 
    



      
ProtoBuf serialisation and deserialisation.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        deserialise(data, struct_type)

      


        Deserialised received data



    


    
      
        serialise(struct)

      


        Serialise a map via ProtoBuff before sending it



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    deserialise(data, struct_type)


      
       
       View Source
     


  


  

      

          @spec deserialise(binary(), Clove | Share | Request | EncryptedRequest | Query) ::
  {:error, any()} | {:ok, struct()}


      


Deserialised received data

  



  
    
      
      Link to this function
    
    serialise(struct)


      
       
       View Source
     


  


  

      

          @spec serialise(
  Clove.t()
  | Share.t()
  | Request.t()
  | EncryptedRequest.t()
  | Query.t()
) ::
  {:ok, binary()} | {:error, any()}


      


Serialise a map via ProtoBuff before sending it

  


        

      



  

  
    
    LAP2.Networking.Resolver - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Resolver 
    



      
This module contains helper function for resolving addresses.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        build_dht_query()

      


        Build a DHT update query



    


    
      
        distribute_dht(query, router_name)

      


        Fetch the DHT from the router



    


    
      
        resolve_addr(addr, dht)

      


    


    
      
        update_dht(dht_data, router_name)

      


        Update the DHT in the router



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    build_dht_query()


      
       
       View Source
     


  


  

      

          @spec build_dht_query() :: Query.t()


      


Build a DHT update query

  



  
    
      
      Link to this function
    
    distribute_dht(query, router_name)


      
       
       View Source
     


  


  

      

          @spec distribute_dht(Query.t(), atom()) :: {:ok, Query.t()} | {:error, :bad_dht}


      


Fetch the DHT from the router

  



  
    
      
      Link to this function
    
    resolve_addr(addr, dht)


      
       
       View Source
     


  


  

      

          @spec resolve_addr(String.t(), map()) ::
  {:ok, {String.t(), non_neg_integer()}} | {:error, :not_found}


      



  



  
    
      
      Link to this function
    
    update_dht(dht_data, router_name)


      
       
       View Source
     


  


  

      

          @spec update_dht(binary(), atom()) :: :ok


      


Update the DHT in the router

  


        

      



  

  
    
    LAP2.Networking.Router - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Router 
    



      
Stores routing information, updates DHT and stores information for resolving addresses.
The actual functions for resolving the addresses, extracting keys, etc. is located in LAP2.Networking.Resolver
This module also stores connection information (anonymous paths and corresponidng crypto keys)
TODO have a look at a secure way of storing the keys

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        add_proxy_relays(proxy_seq, relays, name)

      


        Accept and reply to a proxy request, update state accordingly.



    


    
      
        append_dht(lap2_addr, ip_addr, name)

      


        Update the DHT with a new entry in the state



    


    
      
        cache_query(query, new_qid, conn_id, name)

      


        Cache an inbound TCP query so it can be used in the response.
This is a used by Introduction Points.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clean_state(name)

      


        Delete outdated entries from state.



    


    
      
        debug(name)

      


        Inspect the router state.



    


    
      
        drop_test(route, drop_probab)

      


    


    
      
        get_cached_query(qid, name)

      


        Attempt to fetch a cached query from the router's cache.
If retrieved, it is deleted from the cache to conserve memory.



    


    
      
        get_dht(name)

      


        Get the DHT from the state



    


    
      
        get_neighbors(name)

      


        Get a list of neighbors from the state



    


    
      
        get_query_relay(query_id, name)

      


        Retrieve the origin proxy sequence number for a given query ID.



    


    
      
        init(config)

      


        Initialise the router.



    


    
      
        route_inbound(source, clove, name)

      


        Route an inbound clove to the appropriate destination.



    


    
      
        route_outbound(dest, clove, name)

      


        Route data to the appropriate destination.



    


    
      
        route_outbound_discovery(lap2_addr, clove, name)

      


    


    
      
        route_tcp(query, name)

      


    


    
      
        save_query_relay(query_id, proxy_seq, name)

      


        Save the origin relay sequence number for a given query ID.
This is done so responses can be routed back to the requesting node.



    


    
      
        start_link(config)

      


        Start the Router process.



    


    
      
        terminate(reason, arg2)

      


        Terminate the UDP server.



    


    
      
        update_config(config, name)

      


        Update the configuration in the state



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    add_proxy_relays(proxy_seq, relays, name)


      
       
       View Source
     


  


  

      

          @spec add_proxy_relays(non_neg_integer(), [{String.t(), non_neg_integer()}], atom()) ::
  :ok


      


Accept and reply to a proxy request, update state accordingly.

  



  
    
      
      Link to this function
    
    append_dht(lap2_addr, ip_addr, name)


      
       
       View Source
     


  


  

      

          @spec append_dht(binary(), {String.t(), non_neg_integer()}, atom()) :: :ok


      


Update the DHT with a new entry in the state

  



  
    
      
      Link to this function
    
    cache_query(query, new_qid, conn_id, name)


      
       
       View Source
     


  


  

      

          @spec cache_query(Query.t(), non_neg_integer(), String.t(), atom()) :: :ok


      


Cache an inbound TCP query so it can be used in the response.
This is a used by Introduction Points.

  



  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    clean_state(name)


      
       
       View Source
     


  


  

      

          @spec clean_state(atom()) :: :ok


      


Delete outdated entries from state.

  



  
    
      
      Link to this function
    
    debug(name)


      
       
       View Source
     


  


  

      

          @spec debug(atom()) :: :ok


      


Inspect the router state.

  



  
    
      
      Link to this function
    
    drop_test(route, drop_probab)


      
       
       View Source
     


  


  

      

          @spec drop_test(atom() | tuple(), float()) :: atom() | tuple()


      



  



  
    
      
      Link to this function
    
    get_cached_query(qid, name)


      
       
       View Source
     


  


  

      

          @spec get_cached_query(non_neg_integer(), atom()) ::
  {:ok, Query.t()} | {:error, atom()}


      


Attempt to fetch a cached query from the router's cache.
If retrieved, it is deleted from the cache to conserve memory.

  



  
    
      
      Link to this function
    
    get_dht(name)


      
       
       View Source
     


  


  

      

          @spec get_dht(atom()) :: map()


      


Get the DHT from the state

  



  
    
      
      Link to this function
    
    get_neighbors(name)


      
       
       View Source
     


  


  

      

          @spec get_neighbors(atom()) :: [String.t()]


      


Get a list of neighbors from the state

  



  
    
      
      Link to this function
    
    get_query_relay(query_id, name)


      
       
       View Source
     


  


  

      

          @spec get_query_relay(non_neg_integer(), atom()) ::
  {:ok, non_neg_integer()} | {:error, atom()}


      


Retrieve the origin proxy sequence number for a given query ID.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()}


      


Initialise the router.

  



  
    
      
      Link to this function
    
    route_inbound(source, clove, name)


      
       
       View Source
     


  


  

      

          @spec route_inbound({String.t(), non_neg_integer()}, Clove.t(), atom()) :: :ok


      


Route an inbound clove to the appropriate destination.

  



  
    
      
      Link to this function
    
    route_outbound(dest, clove, name)


      
       
       View Source
     


  


  

      

          @spec route_outbound({String.t(), non_neg_integer()}, Clove.t(), map()) :: :ok


      


Route data to the appropriate destination.

  



  
    
      
      Link to this function
    
    route_outbound_discovery(lap2_addr, clove, name)


      
       
       View Source
     


  


  

      

          @spec route_outbound_discovery(String.t(), Clove.t(), atom()) :: :ok


      



  



  
    
      
      Link to this function
    
    route_tcp(query, name)


      
       
       View Source
     


  


  

      

          @spec route_tcp(Query.t(), atom()) :: :ok


      



  



  
    
      
      Link to this function
    
    save_query_relay(query_id, proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec save_query_relay(non_neg_integer(), non_neg_integer(), atom()) :: :ok


      


Save the origin relay sequence number for a given query ID.
This is done so responses can be routed back to the requesting node.

  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the Router process.

  



  
    
      
      Link to this function
    
    terminate(reason, arg2)


      
       
       View Source
     


  


  

      

          @spec terminate(any(), map()) :: :ok


      


Terminate the UDP server.

  



  
    
      
      Link to this function
    
    update_config(config, name)


      
       
       View Source
     


  


  

      

          @spec update_config(map(), atom()) :: :ok


      


Update the configuration in the state

  


        

      



  

  
    
    LAP2.Networking.Helpers.OutboundPipelines - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Helpers.OutboundPipelines 
    



      
Contains outbound pipelines for dispersing and sending requests and responses.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        send_proxy_accept(enc_request, proxy_seq, clove_seq, relay_pool, router_name)

      


        Disperse and send out a proxy request acknowledgement.



    


    
      
        send_proxy_discovery(enc_request, random_neighbors, clove_seq, clove_limit, router_name)

      


        Disperse and cast out proxy discovery requests.



    


    
      
        send_regular_request(enc_request, proxy_seq, relay_pool, router_name)

      


        Send out data to a proxy via anonymous routes.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    send_proxy_accept(enc_request, proxy_seq, clove_seq, relay_pool, router_name)


      
       
       View Source
     


  


  

      

          @spec send_proxy_accept(
  EncryptedRequest.t(),
  non_neg_integer(),
  non_neg_integer(),
  list(),
  atom()
) ::
  :ok | :error


      


Disperse and send out a proxy request acknowledgement.

  



  
    
      
      Link to this function
    
    send_proxy_discovery(enc_request, random_neighbors, clove_seq, clove_limit, router_name)


      
       
       View Source
     


  


  

      

          @spec send_proxy_discovery(
  EncryptedRequest.t(),
  list(),
  non_neg_integer(),
  non_neg_integer(),
  atom()
) ::
  :ok


      


Disperse and cast out proxy discovery requests.

  



  
    
      
      Link to this function
    
    send_regular_request(enc_request, proxy_seq, relay_pool, router_name)


      
       
       View Source
     


  


  

      

          @spec send_regular_request(EncryptedRequest.t(), non_neg_integer(), list(), atom()) ::
  :ok


      


Send out data to a proxy via anonymous routes.

  


        

      



  

  
    
    LAP2.Networking.Helpers.RelaySelector - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Helpers.RelaySelector 
    



      
Contains functions for splitting up data into shares,
then sending them via the appropriate relays.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        cast_proxy_discovery(data, clove_seq, random_neighbors, clove_limit, router_name)

      


        Select several random neighbors via which to cast proxy discovery cloves.



    


    
      
        disperse_and_send(data, clove_type, clove_header, relay_list, router_name)

      


        Disperse the provided data and send it via the appropriate relays to the desired proxy.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    cast_proxy_discovery(data, clove_seq, random_neighbors, clove_limit, router_name)


      
       
       View Source
     


  


  

      

          @spec cast_proxy_discovery(
  binary(),
  non_neg_integer(),
  list(),
  non_neg_integer(),
  atom()
) ::
  :ok | :error


      


Select several random neighbors via which to cast proxy discovery cloves.

  



  
    
      
      Link to this function
    
    disperse_and_send(data, clove_type, clove_header, relay_list, router_name)


      
       
       View Source
     


  


  

      

          @spec disperse_and_send(binary(), atom(), map(), list(), atom()) :: :ok | :error


      


Disperse the provided data and send it via the appropriate relays to the desired proxy.

  


        

      



  

  
    
    LAP2.Networking.Helpers.State - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Helpers.State 
    



      
Module for managing the state of the routing module.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        add_own_clove(state, clove_seq)

      


        Add clove to list of own cloves.



    


    
      
        add_proxy_relay(state, proxy_seq, relay_node)

      


        Add entry to relay table



    


    
      
        add_query_relay(state, query_id, proxy_seq)

      


    


    
      
        add_relay(state, proxy_seq, relay_1, relay_2)

      


    


    
      
        ban_clove(state, clove_seq)

      


        Add a drop rule for the clove_Seq.



    


    
      
        cache_clove(state, source, dest, clove)

      


        Add a clove to the local cache.



    


    
      
        clean_state(state)

      


        Remove outdated entries from the state based on their timestamps.



    


    
      
        delete_own_clove(state, clove_seq)

      


        Remove a clove from the list of own cloves.



    


    
      
        evict_clove(state, clove_seq)

      


        Evict a clove from the cache.



    


    
      
        get_route(state, source, clove)

      


        Get routing information from state



    


    
      
        remove_neighbor(state, neighbor)

      


        Remove a neighbor from the list of random neighbors.



    


    
      
        update_clove_timestamp(state, clove_seq)

      


        Update the cache entry timestamp.



    


    
      
        update_relay_timestamp(state, proxy_seq)

      


        Update the relay table entry timestamp.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    add_own_clove(state, clove_seq)


      
       
       View Source
     


  


  

      

          @spec add_own_clove(map(), non_neg_integer()) :: map()


      


Add clove to list of own cloves.

  



  
    
      
      Link to this function
    
    add_proxy_relay(state, proxy_seq, relay_node)


      
       
       View Source
     


  


  

      

          @spec add_proxy_relay(map(), non_neg_integer(), {String.t(), integer()}) :: map()


      


Add entry to relay table

  



  
    
      
      Link to this function
    
    add_query_relay(state, query_id, proxy_seq)


      
       
       View Source
     


  


  

      

          @spec add_query_relay(map(), non_neg_integer(), non_neg_integer()) :: map()


      



  



  
    
      
      Link to this function
    
    add_relay(state, proxy_seq, relay_1, relay_2)


      
       
       View Source
     


  


  

      

          @spec add_relay(
  map(),
  non_neg_integer(),
  {String.t(), non_neg_integer()},
  {String.t(), non_neg_integer()}
) :: map()


      



  



  
    
      
      Link to this function
    
    ban_clove(state, clove_seq)


      
       
       View Source
     


  


  

      

          @spec ban_clove(map(), non_neg_integer()) :: map()


      


Add a drop rule for the clove_Seq.

  



  
    
      
      Link to this function
    
    cache_clove(state, source, dest, clove)


      
       
       View Source
     


  


  

      

          @spec cache_clove(map(), {binary(), integer()}, {binary(), integer()}, Clove.t()) ::
  map()


      


Add a clove to the local cache.

  



  
    
      
      Link to this function
    
    clean_state(state)


      
       
       View Source
     


  


  

      

          @spec clean_state(map()) :: map()


      


Remove outdated entries from the state based on their timestamps.

  



  
    
      
      Link to this function
    
    delete_own_clove(state, clove_seq)


      
       
       View Source
     


  


  

      

          @spec delete_own_clove(map(), non_neg_integer()) :: map()


      


Remove a clove from the list of own cloves.

  



  
    
      
      Link to this function
    
    evict_clove(state, clove_seq)


      
       
       View Source
     


  


  

      

          @spec evict_clove(map(), non_neg_integer()) :: map()


      


Evict a clove from the cache.

  



  
    
      
      Link to this function
    
    get_route(state, source, clove)


      
       
       View Source
     


  


  

      

          @spec get_route(map(), {String.t(), non_neg_integer()}, Clove.t()) ::
  atom()
  | {atom(), {String.t(), non_neg_integer()} | atom() | binary()}
  | {:discovery_response, {String.t(), non_neg_integer()},
     {String.t(), non_neg_integer()}}


      


Get routing information from state

  



  
    
      
      Link to this function
    
    remove_neighbor(state, neighbor)


      
       
       View Source
     


  


  

      

          @spec remove_neighbor(map(), String.t()) :: map()


      


Remove a neighbor from the list of random neighbors.

  



  
    
      
      Link to this function
    
    update_clove_timestamp(state, clove_seq)


      
       
       View Source
     


  


  

      

          @spec update_clove_timestamp(map(), non_neg_integer()) :: map()


      


Update the cache entry timestamp.

  



  
    
      
      Link to this function
    
    update_relay_timestamp(state, proxy_seq)


      
       
       View Source
     


  


  

      

          @spec update_relay_timestamp(map(), non_neg_integer()) :: map()


      


Update the relay table entry timestamp.

  


        

      



  

  
    
    LAP2.Networking.Routing.Local - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Routing.Local 
    



      
Module for routing cloves to the local share handler.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        handle_proxy_request(state, source, clove)

      


        Handle a proxy request from a remote node.



    


    
      
        receive_discovery_response(state, source, clove)

      


        Handle a discovery response from a remote node.



    


    
      
        relay_clove(state, clove)

      


        Relay a clove to the local share handler.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    handle_proxy_request(state, source, clove)


      
       
       View Source
     


  


  

      

          @spec handle_proxy_request(map(), {binary(), integer()}, Clove.t()) :: map()


      


Handle a proxy request from a remote node.

  



  
    
      
      Link to this function
    
    receive_discovery_response(state, source, clove)


      
       
       View Source
     


  


  

      

          @spec receive_discovery_response(map(), {binary(), integer()}, Clove.t()) :: map()


      


Handle a discovery response from a remote node.

  



  
    
      
      Link to this function
    
    relay_clove(state, clove)


      
       
       View Source
     


  


  

      

          @spec relay_clove(map(), Clove.t()) :: map()


      


Relay a clove to the local share handler.

  


        

      



  

  
    
    LAP2.Networking.Routing.Remote - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Routing.Remote 
    



      
Module for routing cloves to remote destinations.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        relay_clove(state, dest, clove)

      


        Relay a proxy request along its path.



    


    
      
        relay_discovery_response(state, source, dest, clove)

      


        Route a discovery response along its path.



    


    
      
        relay_proxy_discovery(state, source, neighbor_addr, clove)

      


        Relay a proxy discovery clove to a random neighbour.



    


    
      
        route_outbound(state, dest, clove)

      


        Route a clove to a remote destination.



    


    
      
        route_outbound_discovery(state, dest, clove)

      


        Route a clove to a remote destination.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    relay_clove(state, dest, clove)


      
       
       View Source
     


  


  

      

          @spec relay_clove(map(), {String.t(), integer()}, map()) :: map()


      


Relay a proxy request along its path.

  



  
    
      
      Link to this function
    
    relay_discovery_response(state, source, dest, clove)


      
       
       View Source
     


  


  

      

          @spec relay_discovery_response(
  map(),
  {String.t(), non_neg_integer()},
  {String.t(), non_neg_integer()},
  map()
) :: map()


      


Route a discovery response along its path.

  



  
    
      
      Link to this function
    
    relay_proxy_discovery(state, source, neighbor_addr, clove)


      
       
       View Source
     


  


  

      

          @spec relay_proxy_discovery(map(), {String.t(), integer()}, binary(), map()) :: map()


      


Relay a proxy discovery clove to a random neighbour.

  



  
    
      
      Link to this function
    
    route_outbound(state, dest, clove)


      
       
       View Source
     


  


  

      

          @spec route_outbound(map(), {String.t(), integer()}, Clove.t()) :: :ok


      


Route a clove to a remote destination.

  



  
    
      
      Link to this function
    
    route_outbound_discovery(state, dest, clove)


      
       
       View Source
     


  


  

      

          @spec route_outbound_discovery(map(), {String.t(), integer()}, Clove.t()) :: map()


      


Route a clove to a remote destination.

  


        

      



  

  
    
    LAP2.Networking.Sockets.Lap2Socket - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Sockets.Lap2Socket 
    



      
Module for serialising/deserialising ProtoBuf cloves and sending/receiving them over UDP.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        parse_dgram(source, dgram, router_name)

      


        Parse a received datagram.



    


    
      
        parse_segment(conn_id, segment, registry_table)

      


        Parse a received TCP segment.



    


    
      
        respond_tcp(query, conn_id, tcp_name)

      


        Reply to a TCP request with a response Query.



    


    
      
        send_clove(arg, clove, udp_name)

      


        Send a clove to a destination address and port.



    


    
      
        send_tcp(arg, query, registry_table)

      


        Send out a TCP request and wait for a response.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    parse_dgram(source, dgram, router_name)


      
       
       View Source
     


  


  

      

          @spec parse_dgram({String.t(), non_neg_integer()}, binary(), atom()) :: :ok | :error


      


Parse a received datagram.

  



  
    
      
      Link to this function
    
    parse_segment(conn_id, segment, registry_table)


      
       
       View Source
     


  


  

      

          @spec parse_segment(String.t(), binary(), map()) :: :ok | :error


      


Parse a received TCP segment.

  



  
    
      
      Link to this function
    
    respond_tcp(query, conn_id, tcp_name)


      
       
       View Source
     


  


  

      

          @spec respond_tcp(Query.t(), String.t(), atom()) :: :ok | :error


      


Reply to a TCP request with a response Query.

  



  
    
      
      Link to this function
    
    send_clove(arg, clove, udp_name)


      
       
       View Source
     


  


  

      

          @spec send_clove({String.t(), non_neg_integer()}, Clove.t(), atom()) :: :ok | :error


      


Send a clove to a destination address and port.

  



  
    
      
      Link to this function
    
    send_tcp(arg, query, registry_table)


      
       
       View Source
     


  


  

      

          @spec send_tcp({String.t(), non_neg_integer()}, Query.t(), map()) :: :ok | :error


      


Send out a TCP request and wait for a response.

  


        

      



  

  
    
    LAP2.Networking.Sockets.UdpServer - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Networking.Sockets.UdpServer 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        init(config)

      


        Callback implementation for GenServer.init/1.



    


    
      
        send_dgram(udp_name, dgram, dest)

      


    


    
      
        start_link(config)

      


        Start the UDP server.



    


    
      
        terminate(reason, arg2)

      


        Terminate the UDP server.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()} | {:stop, atom()}


      


Callback implementation for GenServer.init/1.

  



  
    
      
      Link to this function
    
    send_dgram(udp_name, dgram, dest)


      
       
       View Source
     


  


  

      

          @spec send_dgram(atom(), binary(), {binary(), non_neg_integer()}) ::
  :ok | {:error, atom()}


      



  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the UDP server.

  



  
    
      
      Link to this function
    
    terminate(reason, arg2)


      
       
       View Source
     


  


  

      

          @spec terminate(any(), map()) :: :ok


      


Terminate the UDP server.

  


        

      



  

  
    
    LAP2.Utils.ConfigParser - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Utils.ConfigParser 
    



      
Parses a JSON file into a map.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        get_config(env)

      


        Parses a JSON file into a map.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    get_config(env)


      
       
       View Source
     


  


  

      

          @spec get_config(String.t()) :: map()


      


Parses a JSON file into a map.

  


        

      



  

  
    
    LAP2.Utils.EtsHelper - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Utils.EtsHelper 
    



      
Common helper functions for working with ETS tables.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        delete_value(table, key)

      


        Delete a value from an ETS table.



    


    
      
        get_value(table, key)

      


        Get a value from an ETS table.



    


    
      
        insert_value(table, key, value)

      


        Insert a value into an ETS table.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    delete_value(table, key)


      
       
       View Source
     


  


  

      

          @spec delete_value(:ets.tid(), any()) :: true


      


Delete a value from an ETS table.

  



  
    
      
      Link to this function
    
    get_value(table, key)


      
       
       View Source
     


  


  

      

          @spec get_value(:ets.tid(), any()) :: {:ok, any()} | {:error, :not_found}


      


Get a value from an ETS table.

  



  
    
      
      Link to this function
    
    insert_value(table, key, value)


      
       
       View Source
     


  


  

      

          @spec insert_value(:ets.tid(), any(), any()) :: true


      


Insert a value into an ETS table.

  


        

      



  

  
    
    LAP2.Utils.JsonUtils - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Utils.JsonUtils 
    



      
A collection of functions for working with JSON.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        keys_to_atoms(map)

      


        Function for recursively converting a map's keys to atoms.



    


    
      
        parse_json(json)

      


        Parses a JSON file into a map.



    


    
      
        values_to_atoms(map, key)

      


        Function for recursively converting the config names to atoms.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    keys_to_atoms(map)


      
       
       View Source
     


  


  

      

          @spec keys_to_atoms(map()) :: map()


      


Function for recursively converting a map's keys to atoms.

  



  
    
      
      Link to this function
    
    parse_json(json)


      
       
       View Source
     


  


  

      

          @spec parse_json(binary()) :: map()


      


Parses a JSON file into a map.

  



  
    
      
      Link to this function
    
    values_to_atoms(map, key)


      
       
       View Source
     


  


  

      

          @spec values_to_atoms(map(), atom()) :: map()


      


Function for recursively converting the config names to atoms.

  


        

      



  

  
    
    LAP2.Utils.ProtoBuf.CloveHelper - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Utils.ProtoBuf.CloveHelper 
    



      
Helper functions for generating clove information, checksums, splitting and reconstructing cloves, padding, etc.
Handles serialising and deserialising cloves (simplifies serial data types).

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        create_clove(data, headers, clove_type)

      


        Build the clove from the headers and data.



    


    
      
        deserialise(dgram)

      


        Deserialise a clove.



    


    
      
        handle_deserialised_clove(source, clove, router_name)

      


        Send out the deserialised clove for routing.



    


    
      
        serialise(clove)

      


        Serialise a clove.



    


    
      
        verify_checksum(clove)

      


        Verify the checksum of the clove.



    


    
      
        verify_clove(clove)

      


        Verify the clove's validity.



    


    
      
        verify_headers(arg1)

      


        Verify the clove's headers.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create_clove(data, headers, clove_type)


      
       
       View Source
     


  


  

      

          @spec create_clove(binary(), map(), atom()) :: map()


      


Build the clove from the headers and data.

  



  
    
      
      Link to this function
    
    deserialise(dgram)


      
       
       View Source
     


  


  

      

          @spec deserialise(binary()) :: {:ok, Clove.t()} | {:error, any()}


      


Deserialise a clove.

  



  
    
      
      Link to this function
    
    handle_deserialised_clove(source, clove, router_name)


      
       
       View Source
     


  


  

      

          @spec handle_deserialised_clove({String.t(), non_neg_integer()}, Clove.t(), atom()) ::
  :ok | :error


      


Send out the deserialised clove for routing.

  



  
    
      
      Link to this function
    
    serialise(clove)


      
       
       View Source
     


  


  

      

          @spec serialise(Clove.t()) :: {:ok, binary()} | {:error, any()}


      


Serialise a clove.

  



  
    
      
      Link to this function
    
    verify_checksum(clove)


      
       
       View Source
     


  


  

      

          @spec verify_checksum(Clove.t()) :: boolean()


      


Verify the checksum of the clove.

  



  
    
      
      Link to this function
    
    verify_clove(clove)


      
       
       View Source
     


  


  

      

          @spec verify_clove(Clove.t()) :: boolean()


      


Verify the clove's validity.

  



  
    
      
      Link to this function
    
    verify_headers(arg1)


      
       
       View Source
     


  


  

      

          @spec verify_headers(
  {:proxy_discovery, ProxyDiscoveryHeader.t()}
  | {:proxy_response, ProxyResponseHeader.t()}
  | {:regular_proxy, RegularProxyHeader.t()}
) :: boolean()


      


Verify the clove's headers.

  


        

      



  

  
    
    LAP2.Utils.ProtoBuf.RequestHelper - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Utils.ProtoBuf.RequestHelper 
    



      
Helper functions for processing LAP2 requests.
Verifies integrity, serves as interface for serialising/deserialising with ProtoBuf.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        build_fin_claimable(ring_sig)

      


        Build the key exchange finalisation struct



    


    
      
        build_init_claimable(identity, pk_ephem_sign, pk_dh, signature, arg1, arg2)

      


        Build the key exchange initialisation struct



    


    
      
        build_key_rotation(new_key)

      


        Build a key rotation request struct



    


    
      
        build_request(crypto, data, req_type, req_id)

      


    


    
      
        build_resp_claimable(identity, pk_ephem_sign, pk_dh, signature, arg1, arg2, ring_sig)

      


        Build the key exchange response struct



    


    
      
        build_symmetric_crypto()

      


        Build a regular symmetric key struct
Note: HMAC key is set when the HMAC is computed



    


    
      
        deserialise(data, struct)

      


        Deserialise a request struct.



    


    
      
        deserialise_and_unwrap(enc_request)

      


        Deserialise to EncryptedRequest then finally to Request struct.
If unencrypted, deserialise wrapped data.
If encrypted, unwrap and decrypt request.



    


    
      
        deserialise_and_unwrap(enc_request, proxy_seq, crypto_mgr_name)

      


    


    
      
        encrypt_and_wrap(request, proxy_seq, crypto_mgr_name)

      


        Encrypt a Request struct and serialise to EncryptedRequest struct.



    


    
      
        format_export(struct)

      


    


    
      
        format_import(struct)

      


    


    
      
        format_sag_export(sag)

      


    


    
      
        format_sag_import(sag)

      


    


    
      
        gen_finalise_exchange(request, proxy_seq, crypto_mgr)

      


        Finish a key exchange with a remote proxy.
Different from recv_finalise_exchange as this is called by the initiator.



    


    
      
        gen_response(request, proxy_seq, crypto_mgr)

      


        Respond to a key exchange request from a remote proxy.



    


    
      
        init_exchange(crypto_mgr)

      


        Initiate a key exchange with a remote proxy.



    


    
      
        init_key_rotation(proxy_seq, crypto_mgr)

      


        Initiate key rotation with a remote proxy.



    


    
      
        recv_finalise_exchange(request, proxy_seq, crypto_mgr)

      


        Finish a key exchange with a remote proxy.
Different from gen_finalise_exchange as this is called by the receiver proxy.



    


    
      
        rotate_keys(request, proxy_seq, crypto_mgr)

      


        Perform key rotation request with a remote proxy.



    


    
      
        serialise(request)

      


        Serialise a request struct.



    


    
      
        wrap_unencrypted(request)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    build_fin_claimable(ring_sig)


      
       
       View Source
     


  


  

      

          @spec build_fin_claimable(SAG.t()) :: {:fin_ke, KeyExchangeFinal.t()}


      


Build the key exchange finalisation struct

  



  
    
      
      Link to this function
    
    build_init_claimable(identity, pk_ephem_sign, pk_dh, signature, arg1, arg2)


      
       
       View Source
     


  


  

      

          @spec build_init_claimable(
  charlist(),
  charlist(),
  binary(),
  charlist(),
  {charlist(), charlist()},
  {charlist(), charlist()}
) :: {:init_ke, KeyExchangeInit.t()}


      


Build the key exchange initialisation struct

  



  
    
      
      Link to this function
    
    build_key_rotation(new_key)


      
       
       View Source
     


  


  

      

          @spec build_key_rotation(binary()) :: {:key_rot, KeyRotation.t()}


      


Build a key rotation request struct

  



  
    
      
      Link to this function
    
    build_request(crypto, data, req_type, req_id)


      
       
       View Source
     


  


  

      

          @spec build_request({atom(), struct()}, binary(), binary(), non_neg_integer()) ::
  Request.t()


      



  



  
    
      
      Link to this function
    
    build_resp_claimable(identity, pk_ephem_sign, pk_dh, signature, arg1, arg2, ring_sig)


      
       
       View Source
     


  


  

      

          @spec build_resp_claimable(
  charlist(),
  charlist(),
  binary(),
  charlist(),
  {charlist(), charlist()},
  {charlist(), charlist()},
  SAG.t()
) :: {:resp_ke, KeyExchangeResponse.t()}


      


Build the key exchange response struct

  



  
    
      
      Link to this function
    
    build_symmetric_crypto()


      
       
       View Source
     


  


  

      

          @spec build_symmetric_crypto() :: {:sym_key, SymmetricKey.t()}


      


Build a regular symmetric key struct
Note: HMAC key is set when the HMAC is computed

  



  
    
      
      Link to this function
    
    deserialise(data, struct)


      
       
       View Source
     


  


  

      

          @spec deserialise(binary(), Request | EncryptedRequest) ::
  {:ok, Request.t() | EncryptedRequest.t()} | {:error, any()}


      


Deserialise a request struct.

  



  
    
      
      Link to this function
    
    deserialise_and_unwrap(enc_request)


      
       
       View Source
     


  


  

      

          @spec deserialise_and_unwrap(binary()) :: {:ok, Request.t()} | {:error, atom()}


      


Deserialise to EncryptedRequest then finally to Request struct.
If unencrypted, deserialise wrapped data.
If encrypted, unwrap and decrypt request.

  



  
    
      
      Link to this function
    
    deserialise_and_unwrap(enc_request, proxy_seq, crypto_mgr_name)


      
       
       View Source
     


  


  

      

          @spec deserialise_and_unwrap(binary(), integer(), atom()) ::
  {:ok, Request.t()} | {:error, atom()}


      



  



  
    
      
      Link to this function
    
    encrypt_and_wrap(request, proxy_seq, crypto_mgr_name)


      
       
       View Source
     


  


  

      

          @spec encrypt_and_wrap(Request.t(), non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, atom()}


      


Encrypt a Request struct and serialise to EncryptedRequest struct.

  



  
    
      
      Link to this function
    
    format_export(struct)


      
       
       View Source
     


  


  

      

          @spec format_export(struct()) :: struct()


      



  



  
    
      
      Link to this function
    
    format_import(struct)


      
       
       View Source
     


  


  

      

          @spec format_import(struct()) :: struct()


      



  



  
    
      
      Link to this function
    
    format_sag_export(sag)


      
       
       View Source
     


  


  

      

          @spec format_sag_export(SAG.t() | {SAG.t(), list()}) :: SAG.t() | {SAG.t(), list()}


      



  



  
    
      
      Link to this function
    
    format_sag_import(sag)


      
       
       View Source
     


  


  

      

          @spec format_sag_import(SAG.t() | {SAG.t(), list()}) :: SAG.t() | {SAG.t(), list()}


      



  



  
    
      
      Link to this function
    
    gen_finalise_exchange(request, proxy_seq, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec gen_finalise_exchange(Request.t(), non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, atom()}


      


Finish a key exchange with a remote proxy.
Different from recv_finalise_exchange as this is called by the initiator.

  



  
    
      
      Link to this function
    
    gen_response(request, proxy_seq, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec gen_response(Request.t(), non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, atom()}


      


Respond to a key exchange request from a remote proxy.

  



  
    
      
      Link to this function
    
    init_exchange(crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec init_exchange(atom()) :: {:ok, EncryptedRequest.t()} | {:error, atom()}


      


Initiate a key exchange with a remote proxy.

  



  
    
      
      Link to this function
    
    init_key_rotation(proxy_seq, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec init_key_rotation(non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, atom()}


      


Initiate key rotation with a remote proxy.

  



  
    
      
      Link to this function
    
    recv_finalise_exchange(request, proxy_seq, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec recv_finalise_exchange(Request.t(), non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, atom()}


      


Finish a key exchange with a remote proxy.
Different from gen_finalise_exchange as this is called by the receiver proxy.

  



  
    
      
      Link to this function
    
    rotate_keys(request, proxy_seq, crypto_mgr)


      
       
       View Source
     


  


  

      

          @spec rotate_keys(Request.t(), non_neg_integer(), atom()) ::
  {:ok, EncryptedRequest.t()} | {:error, :invalid}


      


Perform key rotation request with a remote proxy.

  



  
    
      
      Link to this function
    
    serialise(request)


      
       
       View Source
     


  


  

      

          @spec serialise(Request.t() | EncryptedRequest.t()) ::
  {:ok, binary()} | {:error, any()}


      


Serialise a request struct.

  



  
    
      
      Link to this function
    
    wrap_unencrypted(request)


      
       
       View Source
     


  


  

      

          @spec wrap_unencrypted(Request.t()) :: {:ok, EncryptedRequest.t()} | {:error, atom()}


      



  


        

      



  

  
    
    LAP2.Utils.ProtoBuf.ShareHelper - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Utils.ProtoBuf.ShareHelper 
    



      
Helper functions for processing IDA Shares.
Verifies integrity, serves as interface for serialising/deserialising with ProtoBuf.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        deserialise(dgram)

      


        Deserialise a share.



    


    
      
        format_aux_data(arg1)

      


        Format the aux data into a map.



    


    
      
        reconstruct(shares)

      


        Reconstruct the data from the shares



    


    
      
        serialise(share)

      


        Serialise a share.



    


    
      
        verify_share(arg1)

      


        Verify the share's validity.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    deserialise(dgram)


      
       
       View Source
     


  


  

      

          @spec deserialise(binary()) :: {:ok, Share.t()} | {:error, any()}


      


Deserialise a share.

  



  
    
      
      Link to this function
    
    format_aux_data(arg1)


      
       
       View Source
     


  


  

      

          @spec format_aux_data([map()]) :: {:ok, map()} | {:error, :bad_aux_data}


      


Format the aux data into a map.

  



  
    
      
      Link to this function
    
    reconstruct(shares)


      
       
       View Source
     


  


  

      

          @spec reconstruct([Share.t()]) :: {:ok, binary()} | {:error, atom()}


      


Reconstruct the data from the shares

  



  
    
      
      Link to this function
    
    serialise(share)


      
       
       View Source
     


  


  

      

          @spec serialise(Share.t()) :: {:ok, binary()} | {:error, any()}


      


Serialise a share.

  



  
    
      
      Link to this function
    
    verify_share(arg1)


      
       
       View Source
     


  


  

      

          @spec verify_share(Share.t()) :: boolean()


      


Verify the share's validity.

  


        

      



  

  
    
    LAP2.Math.Matrix - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Math.Matrix 
    



      
Module for performing mathematical matrix operations.
The functions used for performing the vandermonde matrix operations are based on the
follwoing repository: https://github.com/mmtan/IDA

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        elementary_symmetric_functions(m, l, field_limit)

      


        Calculate the sum of the products of all possible subsets of the list l,
with a specified size m. Ensure that the result is within the finite field limit.



    


    
      
        extended_gcd(a, b)

      


        Calculate the extended GCD of two numbers.



    


    
      
        gen_vandermonde_matrix(n, m, field_limit)

      


        Generate Vandermonde matrix of size n x m



    


    
      
        load_nif()

      


    


    
      
        matrix_dot_product(a, b, field_limit)

      


        Calculate the dot product of two matrices, ensuring the result is within the finite field.



    


    
      
        matrix_nif_product(a, b, field_limit)

      


        Wrapper for the NIF matrix product calculation function.



    


    
      
        transpose(a)

      


    


    
      
        vandermonde_inverse(basis, field_limit)

      


        Perform modular inverse of a vandermonde matrix, ensuring that the matrix elements are
within the finite field limit.



    


    
      
        vector_dot_product(vector_a, vector_b, field_limit)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    elementary_symmetric_functions(m, l, field_limit)


      
       
       View Source
     


  


  

      

          @spec elementary_symmetric_functions(non_neg_integer(), list(), non_neg_integer()) ::
  list()


      


Calculate the sum of the products of all possible subsets of the list l,
with a specified size m. Ensure that the result is within the finite field limit.

  



  
    
      
      Link to this function
    
    extended_gcd(a, b)


      
       
       View Source
     


  


  

      

          @spec extended_gcd(non_neg_integer(), non_neg_integer()) ::
  {non_neg_integer(), non_neg_integer()}


      


Calculate the extended GCD of two numbers.

  



  
    
      
      Link to this function
    
    gen_vandermonde_matrix(n, m, field_limit)


      
       
       View Source
     


  


  

      

          @spec gen_vandermonde_matrix(non_neg_integer(), non_neg_integer(), non_neg_integer()) ::
  list()


      


Generate Vandermonde matrix of size n x m

  



  
    
      
      Link to this function
    
    load_nif()


      
       
       View Source
     


  


  

      

          @spec load_nif() :: :ok | {:error, any()}


      



  



  
    
      
      Link to this function
    
    matrix_dot_product(a, b, field_limit)


      
       
       View Source
     


  


  

      

          @spec matrix_dot_product(list(), list(), non_neg_integer()) :: list()


      


Calculate the dot product of two matrices, ensuring the result is within the finite field.

  



  
    
      
      Link to this function
    
    matrix_nif_product(a, b, field_limit)


      
       
       View Source
     


  


  

      

          @spec matrix_nif_product(list(), list(), non_neg_integer()) :: list()


      


Wrapper for the NIF matrix product calculation function.

  



  
    
      
      Link to this function
    
    transpose(a)


      
       
       View Source
     


  


  

      

          @spec transpose(list()) :: list()


      



  



  
    
      
      Link to this function
    
    vandermonde_inverse(basis, field_limit)


      
       
       View Source
     


  


  

      

          @spec vandermonde_inverse(list(), non_neg_integer()) :: list()


      


Perform modular inverse of a vandermonde matrix, ensuring that the matrix elements are
within the finite field limit.

  



  
    
      
      Link to this function
    
    vector_dot_product(vector_a, vector_b, field_limit)


      
       
       View Source
     


  


  

      

          @spec vector_dot_product(list(), list(), non_neg_integer()) :: non_neg_integer()


      



  


        

      



  

  
    
    LAP2 - LAP2 v0.1.0
    
    

    



  
  

    
LAP2 
    



      
The main module of the LAP2 server. This module is responsible for starting the supervision tree,
loading the config and setting the log level.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        kill(pid)

      


        Kill main process supervisor (this stops the whole supervision tree)



    


    
      
        load_config()

      


    


    
      
        start()

      


        Start the server without a config file.
The config filesdev_config.json and prod_config.json can be found in the config dir.
By default, the DEBUG config is used, if the environment variable LAP2_ENV is set to
PROD, the prod config is used. To use a custom config file, set the environment variable
LAP2_PROD_CONFIG_PATH or LAP2_DEV_CONFIG_PATH to the path of the config file.



    


    
      
        start(config)

      


        Start the server with a config map. This is useful for testing.



    


    
      
        terminate_child(supervisor_name, pid)

      


        Kill the child task



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    kill(pid)


      
       
       View Source
     


  


  

      

          @spec kill(pid()) :: :ok


      


Kill main process supervisor (this stops the whole supervision tree)

  



  
    
      
      Link to this function
    
    load_config()


      
       
       View Source
     


  


  

      

          @spec load_config() :: {:ok, map()} | :init.stop()


      



  



  
    
      
      Link to this function
    
    start()


      
       
       View Source
     


  


  

      

          @spec start() :: {:error, any()} | {:ok, pid()}


      


Start the server without a config file.
The config filesdev_config.json and prod_config.json can be found in the config dir.
By default, the DEBUG config is used, if the environment variable LAP2_ENV is set to
PROD, the prod config is used. To use a custom config file, set the environment variable
LAP2_PROD_CONFIG_PATH or LAP2_DEV_CONFIG_PATH to the path of the config file.

  



  
    
      
      Link to this function
    
    start(config)


      
       
       View Source
     


  


  

      

          @spec start(map()) :: {:error, any()} | {:ok, pid()}


      


Start the server with a config map. This is useful for testing.

  



  
    
      
      Link to this function
    
    terminate_child(supervisor_name, pid)


      
       
       View Source
     


  


  

Kill the child task

  


        

      



  

  
    
    LAP2.Main.Master - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Main.Master 
    



      
Module for sending/receiving data via the network.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        bootstrap_dht(bootstrap_addr, master_name)

      


        Bootstrap the DHT table with a request to a known network node.



    


    
      
        cache_query(query, routing_info, service_id, name)

      


        Add a query to the cache so it can be retrieved for a response.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        deregister_listener(listener_id, master_name)

      


        Deregister a listener with a given stream ID.



    


    
      
        deregister_service(service_id, secret, master_name)

      


        Attempt to deregister a service with a given stream ID and its associated secret key.



    


    
      
        discard_query(service_id, query_id, secret, name)

      


        Delete a query from the cache.
Used if a service does not wish to respond to a query.



    


    
      
        discover_proxy(master_name)

      


        Initialise the proxy discovery process.



    


    
      
        get_listener_struct(listener_id, master_name)

      


    


    
      
        get_registry_table(name)

      


    


    
      
        get_service_target(listener_id, master_name)

      


        Send a response to the appropriate listener socket.



    


    
      
        init(config)

      


        Initialise the data handler GenServer.



    


    
      
        pop_return(query_id, name)

      


    


    
      
        register_dht_request(query_id, name)

      


        Remember a query ID for a DHT request to verify the response



    


    
      
        register_listener(listener, master_name)

      


        Register a listener with a unique stream ID.
:stdout for STDOUT
{:tcp, {ip, port}} for TCP
{:native, funct, service_id} for a native listener function



    


    
      
        register_return(query_id, listener_id, name)

      


    


    
      
        register_service(service_id, listener_id, master_name)

      


        Register a service with a given stream ID.
This function returs a secret key needed to modify the registered service.



    


    
      
        request_remote(intro_points, data, service_id, listener_id, name)

      


    


    
      
        respond(service_id, query_ids, secret, data, name)

      


        Respond to a query with a given query ID.



    


    
      
        service_lookup(service_id, master_name)

      


        Lookup a service to get its associated stream ID.



    


    
      
        setup_introduction_point(service_ids, name)

      


        Get the registry table for a given master name.



    


    
      
        start_link(config)

      


        Start the Master process.



    


    
      
        valid_dht_request?(query_id, name)

      


        Verify if a query ID is valid for a DHT request



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    bootstrap_dht(bootstrap_addr, master_name)


      
       
       View Source
     


  


  

      

          @spec bootstrap_dht(
  {String.t(), non_neg_integer()},
  atom()
) :: :ok | :error


      


Bootstrap the DHT table with a request to a known network node.

  



  
    
      
      Link to this function
    
    cache_query(query, routing_info, service_id, name)


      
       
       View Source
     


  


  

      

          @spec cache_query(Query.t(), map(), String.t(), atom()) :: :ok | :error


      


Add a query to the cache so it can be retrieved for a response.

  



  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    deregister_listener(listener_id, master_name)


      
       
       View Source
     


  


  

      

          @spec deregister_listener(String.t(), atom()) :: :ok


      


Deregister a listener with a given stream ID.

  



  
    
      
      Link to this function
    
    deregister_service(service_id, secret, master_name)


      
       
       View Source
     


  


  

      

          @spec deregister_service(String.t(), String.t(), atom()) :: :ok | :error


      


Attempt to deregister a service with a given stream ID and its associated secret key.

  



  
    
      
      Link to this function
    
    discard_query(service_id, query_id, secret, name)


      
       
       View Source
     


  


  

      

          @spec discard_query(String.t(), non_neg_integer(), String.t(), atom()) :: :ok | :error


      


Delete a query from the cache.
Used if a service does not wish to respond to a query.

  



  
    
      
      Link to this function
    
    discover_proxy(master_name)


      
       
       View Source
     


  


  

      

          @spec discover_proxy(atom()) :: :ok


      


Initialise the proxy discovery process.

  



  
    
      
      Link to this function
    
    get_listener_struct(listener_id, master_name)


      
       
       View Source
     


  


  

      

          @spec get_listener_struct(String.t(), atom()) :: {:ok, map()} | {:error, atom()}


      



  



  
    
      
      Link to this function
    
    get_registry_table(name)


      
       
       View Source
     


  


  

      

          @spec get_registry_table(atom()) :: map()


      



  



  
    
      
      Link to this function
    
    get_service_target(listener_id, master_name)


      
       
       View Source
     


  


  

      

          @spec get_service_target(String.t(), atom()) ::
  {:ok, atom() | tuple()} | {:error, atom()}


      


Send a response to the appropriate listener socket.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()}


      


Initialise the data handler GenServer.

  



  
    
      
      Link to this function
    
    pop_return(query_id, name)


      
       
       View Source
     


  


  

      

          @spec pop_return(non_neg_integer(), atom()) :: String.t() | :error


      



  



  
    
      
      Link to this function
    
    register_dht_request(query_id, name)


      
       
       View Source
     


  


  

      

          @spec register_dht_request(non_neg_integer(), atom()) :: :ok


      


Remember a query ID for a DHT request to verify the response

  



  
    
      
      Link to this function
    
    register_listener(listener, master_name)


      
       
       View Source
     


  


  

      

          @spec register_listener(atom() | tuple(), atom()) :: {:ok, String.t()}


      


Register a listener with a unique stream ID.
:stdout for STDOUT
{:tcp, {ip, port}} for TCP
{:native, funct, service_id} for a native listener function

  



  
    
      
      Link to this function
    
    register_return(query_id, listener_id, name)


      
       
       View Source
     


  


  

      

          @spec register_return(non_neg_integer(), String.t(), atom()) :: :ok


      



  



  
    
      
      Link to this function
    
    register_service(service_id, listener_id, master_name)


      
       
       View Source
     


  


  

      

          @spec register_service(String.t(), String.t(), atom()) ::
  {:ok, String.t()} | {:error, atom()}


      


Register a service with a given stream ID.
This function returs a secret key needed to modify the registered service.

  



  
    
      
      Link to this function
    
    request_remote(intro_points, data, service_id, listener_id, name)


      
       
       View Source
     


  


  

      

          @spec request_remote(
  [{String.t(), non_neg_integer()}],
  binary(),
  String.t(),
  String.t(),
  atom()
) ::
  :ok | :error


      



  



  
    
      
      Link to this function
    
    respond(service_id, query_ids, secret, data, name)


      
       
       View Source
     


  


  

      

          @spec respond(String.t(), [non_neg_integer()], String.t(), binary(), atom()) ::
  :ok | :error


      


Respond to a query with a given query ID.

  



  
    
      
      Link to this function
    
    service_lookup(service_id, master_name)


      
       
       View Source
     


  


  

      

          @spec service_lookup(String.t(), atom()) :: {:ok, String.t()} | {:error, atom()}


      


Lookup a service to get its associated stream ID.

  



  
    
      
      Link to this function
    
    setup_introduction_point(service_ids, name)


      
       
       View Source
     


  


  

      

          @spec setup_introduction_point([String.t()], atom()) :: :ok | :error


      


Get the registry table for a given master name.

  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the Master process.

  



  
    
      
      Link to this function
    
    valid_dht_request?(query_id, name)


      
       
       View Source
     


  


  

      

          @spec valid_dht_request?(non_neg_integer(), atom()) :: boolean()


      


Verify if a query ID is valid for a DHT request

  


        

      



  

  
    
    LAP2.Main.ProxyManager - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Main.ProxyManager 
    



      
Module for handling ProxyManager requests.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        debug(name)

      


    


    
      
        handle_call(arg, state)

      


    


    
      
        handle_discovery_response(request, aux_data, proxy_name)

      


        Handle a discovery response.



    


    
      
        handle_proxy_request(request, aux_data, proxy_name)

      


        Handle a proxy request.



    


    
      
        handle_regular_proxy(request, pseq, proxy_name)

      


        Handle a regular proxy request/response.



    


    
      
        init(config)

      


        Initialise the data handler GenServer.



    


    
      
        init_proxy(proxy_name)

      


        Initialise the proxy discovery process.



    


    
      
        remove_proxy(proxy_seq, proxy_name)

      


        Remove a proxy from the pool.



    


    
      
        send_request(data, proxy_seq, name)

      


        Send a query to a specific proxy.



    


    
      
        send_response(data, proxy_seq, name)

      


        Send a response to a specific proxy.



    


    
      
        start_link(config)

      


        Start the ProxyManager process.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    debug(name)


      
       
       View Source
     


  


  

      

          @spec debug(atom()) :: map()


      



  



  
    
      
      Link to this function
    
    handle_call(arg, state)


      
       
       View Source
     


  


  

      

          @spec handle_call(
  {:remove_proxy, non_neg_integer()},
  map()
) :: {:reply, atom(), map()}


      



  



  
    
      
      Link to this function
    
    handle_discovery_response(request, aux_data, proxy_name)


      
       
       View Source
     


  


  

      

          @spec handle_discovery_response(Request.t(), map(), atom()) :: :ok


      


Handle a discovery response.

  



  
    
      
      Link to this function
    
    handle_proxy_request(request, aux_data, proxy_name)


      
       
       View Source
     


  


  

      

          @spec handle_proxy_request(Request.t(), map(), atom()) :: :ok


      


Handle a proxy request.

  



  
    
      
      Link to this function
    
    handle_regular_proxy(request, pseq, proxy_name)


      
       
       View Source
     


  


  

      

          @spec handle_regular_proxy(Request.t(), non_neg_integer(), atom()) :: :ok | :error


      


Handle a regular proxy request/response.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()}


      


Initialise the data handler GenServer.

  



  
    
      
      Link to this function
    
    init_proxy(proxy_name)


      
       
       View Source
     


  


  

      

          @spec init_proxy(atom()) :: :ok


      


Initialise the proxy discovery process.

  



  
    
      
      Link to this function
    
    remove_proxy(proxy_seq, proxy_name)


      
       
       View Source
     


  


  

      

          @spec remove_proxy(non_neg_integer(), atom()) :: :ok


      


Remove a proxy from the pool.

  



  
    
      
      Link to this function
    
    send_request(data, proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec send_request(binary(), non_neg_integer(), atom()) :: :ok | :error


      


Send a query to a specific proxy.

  



  
    
      
      Link to this function
    
    send_response(data, proxy_seq, name)


      
       
       View Source
     


  


  

      

          @spec send_response(binary(), non_neg_integer(), atom()) :: :ok | :error


      


Send a response to a specific proxy.

  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the ProxyManager process.

  


        

      



  

  
    
    LAP2.Main.Helpers.ProcessorState - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Main.Helpers.ProcessorState 
    



      
Helper functions for processing the share handler state.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        add_share_to_ets(ets, share, aux_data)

      


        Add a share and auxiliary information to the ETS table



    


    
      
        add_to_drop_list(state, msg_id)

      


        Add a message id to the drop list.



    


    
      
        cache_share(state, share)

      


        Cache a share in the share_info map.



    


    
      
        delete_from_cache(state, msg_id)

      


        Delete a share from the share_info map.



    


    
      
        route_share(state, share)

      


        Route a share to the appropriate processing stage.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    add_share_to_ets(ets, share, aux_data)


      
       
       View Source
     


  


  

      

          @spec add_share_to_ets(:ets.tid(), Share.t(), map()) :: :ok


      


Add a share and auxiliary information to the ETS table

  



  
    
      
      Link to this function
    
    add_to_drop_list(state, msg_id)


      
       
       View Source
     


  


  

      

          @spec add_to_drop_list(map(), non_neg_integer()) :: map()


      


Add a message id to the drop list.

  



  
    
      
      Link to this function
    
    cache_share(state, share)


      
       
       View Source
     


  


  

      

          @spec cache_share(map(), Share.t()) :: map()


      


Cache a share in the share_info map.

  



  
    
      
      Link to this function
    
    delete_from_cache(state, msg_id)


      
       
       View Source
     


  


  

      

          @spec delete_from_cache(map(), non_neg_integer()) :: map()


      


Delete a share from the share_info map.

  



  
    
      
      Link to this function
    
    route_share(state, share)


      
       
       View Source
     


  


  

      

          @spec route_share(map(), Share.t()) :: :drop | :cache | :reassemble


      


Route a share to the appropriate processing stage.

  


        

      



  

  
    
    LAP2.Main.Helpers.ProxyHelper - LAP2 v0.1.0
    
    

    



  
  

    
LAP2.Main.Helpers.ProxyHelper 
    



      
Contains helper functions for processing common proxy requests and responses

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        accept_proxy_request(request, map, state)

      


        Accept a proxy request.
Respond with an acknowledgement.
Add the relays to the proxy pool and return updated Proxy GenServer state.



    


    
      
        handle_discovery_response(request, map, state)

      


        Validate the length of the anonymous path.



    


    
      
        handle_fin_key_exhange(request, proxy_seq, state)

      


        Finalise the key exchange.



    


    
      
        handle_key_exchange_ack(proxy_seq, registry_table)

      


    


    
      
        handle_key_rotation(request, proxy_seq, state)

      


        Handle a key rotation request.



    


    
      
        handle_key_rotation_ack(proxy_seq, registry_table)

      


        Handle a key rotation acknowledgement.



    


    
      
        handle_proxy_query(request, pseq, registry_table)

      


        Route proxy query to the correct application listener via the Master module.



    


    
      
        init_proxy_request(registry_table, clove_seq, cloves)

      


        Initialise proxy request. (outbound)
Generate a new EncryptedRequest struct and send it to random neighbors.
@param registry_table - RegistryTable struct
@param clove_seq - Clove sequence number
@param cloves - Number of cloves to be sent



    


    
      
        remove_proxy(state, proxy_seq)

      


        Remove a proxy from the proxy pool.



    


    
      
        send_to_proxy(request, proxy_seq, relay_pool, registry_table)

      


        Send an outbound proxy query to a single specific proxy.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    accept_proxy_request(request, map, state)


      
       
       View Source
     


  


  

      

          @spec accept_proxy_request(
  Request.t(),
  %{proxy_seq: non_neg_integer(), clove_seq: non_neg_integer(), relays: list()},
  map()
) :: map()


      


Accept a proxy request.
Respond with an acknowledgement.
Add the relays to the proxy pool and return updated Proxy GenServer state.

  



  
    
      
      Link to this function
    
    handle_discovery_response(request, map, state)


      
       
       View Source
     


  


  

      

          @spec handle_discovery_response(Request.t(), map(), map()) ::
  {:ok, map()} | {:error, atom()}


      


Validate the length of the anonymous path.

  



  
    
      
      Link to this function
    
    handle_fin_key_exhange(request, proxy_seq, state)


      
       
       View Source
     


  


  

      

          @spec handle_fin_key_exhange(Request.t(), non_neg_integer(), map()) :: :ok | :error


      


Finalise the key exchange.

  



  
    
      
      Link to this function
    
    handle_key_exchange_ack(proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec handle_key_exchange_ack(non_neg_integer(), map()) :: :ok | :error


      



  



  
    
      
      Link to this function
    
    handle_key_rotation(request, proxy_seq, state)


      
       
       View Source
     


  


  

      

          @spec handle_key_rotation(Request.t(), non_neg_integer(), map()) :: :ok | :error


      


Handle a key rotation request.

  



  
    
      
      Link to this function
    
    handle_key_rotation_ack(proxy_seq, registry_table)


      
       
       View Source
     


  


  

      

          @spec handle_key_rotation_ack(non_neg_integer(), map()) :: :ok | :error


      


Handle a key rotation acknowledgement.

  



  
    
      
      Link to this function
    
    handle_proxy_query(request, pseq, registry_table)


      
       
       View Source
     


  


  

      

          @spec handle_proxy_query(Request.t(), non_neg_integer(), map()) :: :ok | :error


      


Route proxy query to the correct application listener via the Master module.

  



  
    
      
      Link to this function
    
    init_proxy_request(registry_table, clove_seq, cloves)


      
       
       View Source
     


  


  

      

          @spec init_proxy_request(map(), non_neg_integer(), non_neg_integer()) :: :ok | :error


      


Initialise proxy request. (outbound)
Generate a new EncryptedRequest struct and send it to random neighbors.
@param registry_table - RegistryTable struct
@param clove_seq - Clove sequence number
@param cloves - Number of cloves to be sent

  



  
    
      
      Link to this function
    
    remove_proxy(state, proxy_seq)


      
       
       View Source
     


  


  

      

          @spec remove_proxy(map(), non_neg_integer()) :: map()


      


Remove a proxy from the proxy pool.

  



  
    
      
      Link to this function
    
    send_to_proxy(request, proxy_seq, relay_pool, registry_table)


      
       
       View Source
     


  


  

      

          @spec send_to_proxy(Request.t(), non_neg_integer(), list(), map()) :: :ok | :error


      


Send an outbound proxy query to a single specific proxy.
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LAP2.Main.StructHandlers.RequestHandler 
    



      
Module for handling reconstructed requests from the Share Handler.
Route to Proxy or Master module.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        handle_request(enc_request_bin, aux_data, registry_table)

      


        Handle a request from the Share Handler.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    handle_request(enc_request_bin, aux_data, registry_table)


      
       
       View Source
     


  


  

      

          @spec handle_request(binary(), map(), map()) ::
  {:ok, %{required(atom()) => atom()}} | {:error, any()}


      


Handle a request from the Share Handler.
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LAP2.Main.StructHandlers.ShareHandler 
    



      
Handle share caching and reassembly.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        deliver(data, aux_data, name)

      


        Reassemble network received shares and route along pipeline.



    


    
      
        init(config)

      


        Initialise the share handler GenServer.



    


    
      
        service_deliver(data, routing_info, name)

      


        Reconstruct service request from shares.



    


    
      
        start_link(config)

      


        Start the ShareHandler process.



    


    
      
        terminate(reason, state)

      


        Cleanup the ETS table on exit.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    deliver(data, aux_data, name)


      
       
       View Source
     


  


  

      

          @spec deliver(binary(), map(), atom()) :: :ok


      


Reassemble network received shares and route along pipeline.

  



  
    
      
      Link to this function
    
    init(config)


      
       
       View Source
     


  


  

      

          @spec init(map()) :: {:ok, map()}


      


Initialise the share handler GenServer.

  



  
    
      
      Link to this function
    
    service_deliver(data, routing_info, name)


      
       
       View Source
     


  


  

      

          @spec service_deliver(binary(), map(), atom()) ::
  {:reconstructed, binary(), [map()]} | :cached | :dropped


      


Reconstruct service request from shares.

  



  
    
      
      Link to this function
    
    start_link(config)


      
       
       View Source
     


  


  

      

          @spec start_link(map()) :: GenServer.on_start()


      


Start the ShareHandler process.

  



  
    
      
      Link to this function
    
    terminate(reason, state)


      
       
       View Source
     


  


  

      

          @spec terminate(any(), map()) :: :ok


      


Cleanup the ETS table on exit.
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